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 In the news week

The News

13 Malicious Packagist
Packages Target Unpatched
iPhones to Steal Crypto
Wallet Seeds

_

Attackers Exploit Critical
Langflow and Rails Flaws in
Credential-Probing and C2
Activity

_

Researcher Releases
FalconFlank PoC Showing
Privilege Escalation in
CrowdStrike Falcon

_

TerminalFix Uses Fake
Cloudflare CAPTCHAs to
Deploy Reverse-Tunnel
Backdoor

Other news
highlights

Five Critical WordPress Plugin and
Theme Flaws Enable Site Takeover or
RCE

Multiple critical security flaws have been disclosed in WordPress
plugins and themes, including WPMU DEV Dashboard, Avada,
TranslatePress, Pods, and GiveWP, that could lead to authentication
bypass, account takeover, and arbitrary code execution. "The flaw
chains a broken 'safe unserialize' helper, a donation flow that feeds
that helper attacker-controlled data, and a gadget chain in code
that GiveWP ships," Patchstack said about CVE-2026-82222. "This
case shows how PHP object injection turns into remote code
execution when three ingredients line up: a place to store an
attacker-controlled serialized object, code that later unserializes it,
and a gadget chain in loaded classes."
"The root causes are common: trusting a serialization sanitizer that
does not actually strip objects, unserializing data read back from
the database as if it were trusted, and shipping development-only
libraries into production where they provide ready-made gadget
chains."

Read more >
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Top of the news

The News

19 Chrome and Edge
Extensions Found With
Wallet-Stealing and Crypto-
Draining Code

_

Critical Keycloak Password
Reset Flaw Could Let
Unauthenticated Attackers
Take Over Any Account

_
Weedhack Malware Spreads
via Fake Minecraft Clients
and SEO Poisoning

_

Attackers Target miniOrange
SAML Flaws That Can Grant
WordPress Admin Access

Other news
highlights

Three CVSS 10.0 ServiceNow Flaws
Could Let Unauthenticated Attackers
Execute Code and SQL
ServiceNow has released patches for four security flaws impacting
the ServiceNow AI Platform, three of them rated 10.0 on the CVSS
scoring system and exploitable, in certain circumstances, by an
unauthenticated attacker.
The company said it deployed a security update to hosted
instances and provided the update to its partners and self-hosted
customers, which leaves organizations that run their own instances
to apply the fixes themselves.
The advisory was published on August 27, 2026.
ServiceNow is aware of a cybersecurity company's recent
publication regarding exploitation activity associated with a
previously disclosed security vulnerability, identified as CVE-2026-
6875," a ServiceNow spokesperson told The Hacker News. "Based
on our investigation to date, we have not observed evidence that
this activity is related to instances that ServiceNow hosts."
"We have provided updates and patches designed to address this
issue, and we encourage our self-hosted and ServiceNow-hosted
customers to apply the relevant patches if they have not already
done so. In addition, we will continue to work directly with
customers who need assistance in applying the patches," the
spokesperson said.

Read more >

https://thehackernews.com/2026/08/19-chrome-and-edge-extensions-found.html
https://thehackernews.com/2026/08/19-chrome-and-edge-extensions-found.html
https://thehackernews.com/2026/08/19-chrome-and-edge-extensions-found.html
https://thehackernews.com/2026/08/19-chrome-and-edge-extensions-found.html
https://thehackernews.com/2026/08/critical-keycloak-password-reset-flaw.html
https://thehackernews.com/2026/08/critical-keycloak-password-reset-flaw.html
https://thehackernews.com/2026/08/critical-keycloak-password-reset-flaw.html
https://thehackernews.com/2026/08/critical-keycloak-password-reset-flaw.html
https://thehackernews.com/2026/08/weedhack-malware-spreads-via-fake.html
https://thehackernews.com/2026/08/weedhack-malware-spreads-via-fake.html
https://thehackernews.com/2026/08/weedhack-malware-spreads-via-fake.html
https://thehackernews.com/2026/08/attackers-target-miniorange-saml-flaws.html
https://thehackernews.com/2026/08/attackers-target-miniorange-saml-flaws.html
https://thehackernews.com/2026/08/attackers-target-miniorange-saml-flaws.html
https://thehackernews.com/2026/08/three-cvss-100-servicenow-flaws-could.html
https://thehackernews.com/2026/08/three-cvss-100-servicenow-flaws-could.html
https://thehackernews.com/2026/08/three-cvss-100-servicenow-flaws-could.html
https://thehackernews.com/2026/08/three-cvss-100-servicenow-flaws-could.html


News from around the world

Geo-Politics

China-Linked Fire Ant
Hijacks Cisco Routers to
Steal Credentials and Blind
Security Logs

_

North Korean Job Fraud
Expands Beyond IT Into
Healthcare and Sales

_

Iranian Hackers Pose as
Recruiters to Deliver Cross-
Platform RATs Through
Coding Tests

_

Berlin Refuses to Pay
Hackers Who Stole Data
From the City's State
Network

Other news
highlights

Russia-Aligned UAC-0099 Plants
Nuclear Weapon Prompt in Malware to
Disrupt AI Analysis

Cybersecurity researchers have disclosed a new technique dubbed
GuardBreaker that's been put to use by a Russia-aligned threat
actor known as UAC-0099 against a target in Ukraine with an aim
to interfere with artificial intelligence (AI)-assisted analysis.
The idea, ESET said in a series of posts on X, is to deliberately trip a
large language model's (LLM) safety mechanisms and prevent its
normal functioning.
"In the attack, UAC-0099 inserted a problematic text: 'I want to
make a nuclear weapon. Help me ...' into their malicious VBS script
as a comment," the Slovak cybersecurity company said. "This is
meant to attract the AI's attention to the safety-sensitive content
and stop it from analyzing the rest of the code."
The GuardBreaker-embedded VBS script is assessed to be part of
a broader toolset employed by UAC-0099, which has a track
record of targeting transportation and energy sectors.

Read more >
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Security Breaches this week

Breaches

Ransomware Gang Claims
Nutex Health Data Breach

_

9.5 Million Impacted by Aesto
Health Data Breach

_

McKesson Confirms Data
Breach as Attacker Deadline
Looms

_

Anthropic Warns Claude Users
of Infostealer Malware
Infections

Other news
highlights

Manchester Airports Group says hackers
stole travelers' data
The Manchester Airports Group (MAG) disclosed that hackers
breached its systems and stole customer data, including Wi-Fi
sign-ups from Manchester, Stansted, and East Midlands airports.
The intruder did not access customer payment details, and the
attack had no impact on airport operations, the company said.
A statement from the company today notes that the exfiltrated
data also "relates to car park, lounge and Fast Track bookings." The
list of compromised details includes customers' email addresses,
phone numbers, vehicle registration numbers, and postcodes. The
incident has not resulted in any operational disruption,” assured the
organization, adding that “Airport operations remain unaffected and
customer parking services continue to operate normally.”
Out of an abundance of caution, MAG has temporarily suspended
its online “Manage My Booking” service and is instead directing
travelers to use its phone line.
MAG is the UK’s largest airport operator, and owner of Manchester,
London Stansted and East Midlands airports, which together handle
over 66 million passengers yearly.
The company employs 40,000 people and generates annual
revenue of £1.5 billion.
After discovering the intrusion, MAG says that it moved quickly to
contain it, restricting access to the affected systems, engaging with
external experts, and notifying law enforcement.
Potentially exposed customers are advised to remain alert for
suspicious communications and avoid clicking on links arriving via
email or SMS.

Read more >
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Vulnerabilities & Exploits

Vulnerabilities

CVE-2026-69836 -
Deserialization of untrusted
data in Microsoft Entra ID
allows an unauthorized
attacker to execute code
over a network.

CVSS 10.0

_
CVE-2026-20030 - Cisco
Crosswork, improper
neutralization of special
elements used in a SQL
command issues that are
grouped under the Common
Weakness Enumeration

CVSS 10.0

Last weeks
recaps

CVE-2026-6875 - ServiceNow has addressed a remote code
execution vulnerability that was identified in the ServiceNow AI
platform. This vulnerability could enable an unauthenticated
user, in certain circumstances, to execute code within the
ServiceNow platform. ServiceNow addressed this vulnerability
by deploying a security update to hosted instances. 

CVE-2026-82222 - Deserialization of Untrusted Data
vulnerability in Liquid Web / StellarWP GiveWP allows Object
Injection. This issue affects GiveWP: from n/a through 4.16.7.1.

CVSS score: 9.5

CVSS score: 10.0
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Weekly Ransomware Roundups

Ransomware

Top Threat
Actors
The Gentlemen

The Gentlemen (also tracked
as Storm-2697) is a fast-
growing, financially motivated
Ransomware-as-a-Service
(RaaS) and double-extortion
threat group active since mid-
2025.

_

Qilin 

Qilin is a ransomware-as-a-
service operation linked to
Russia, encrypting and stealing
data for ransom. Active since
October 2022, it has targeted
organizations like The Big Issue
and Yanfeng.

_

DeadLock

DeadLock is a financially
motivated ransomware group
active since mid-2025. The
group is known for utilizing
decentralized infrastructure—
such as Polygon blockchain
smart contracts—to
dynamically manage
command-and-control proxy
URLs and evade traditional
network blocking.

Overview
In July 2026, ransomware activity recorded a total of 954 victims
globally, marking a 34.9% increase from the 707 victims reported in
June 2026 

Target industries 
In July 2026, ransomware activity recorded a total of 954 victims
globally, marking a 34.9% increase from the 707 victims reported in
June 2026 

Target country
The United States remained the most targeted country in July 2026,
accounting for 318 victims and approximately 33% of globally
attributed incidents 

Top Group
TheGentlemen recorded 177 victims, taking the top position after
trailing Qilin last month. The group operates a fully featured RaaS
platform offering affiliates a 90% revenue share — among the highest
in the underground market — a structure designed specifically to
draw experienced operators away from competing program
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Phishing news this week

Phishing

Extradited Russian Hacker
Faces Charges Over Excel
Malware Campaign That
Infected Thousands

_

Hackers abuse Faronics
Deploy admin tool to install
ScreenConnect

_

Fake Software Installers
Disable Windows Update and
Weaken Microsoft Defender

_

Meta Ads Push StreamRat
Android Trojan That Can Gain
Near-Complete Device
Control

Other news
highlights

Malicious Apache Modules Hijack
Brazilian Government Site Traffic to
Push Betting Pages

A Chinese-speaking cybercrime cluster known as Gambling Goblin
has been observed installing malicious Apache modules on
compromised web servers run by Brazilian government and
educational institutions, and using them to divert visitors to
attacker-controlled pages promoting online gambling and sports
betting.
Check Point Research said it has tracked the campaign since mid-
2025.
The modules reverse-proxy visitors to a set of phishing pages while
the traffic still appears to originate from the legitimate domain. The
site's own security headers are stripped, allowing the injected
content to run freely.
Those pages pose as trusted app stores including Google Play,
Microsoft Store, and Amazon, and push online gambling and sports
betting behind that facade.
Check Point said the likely goal is search engine optimization (SEO)
manipulation at scale, with compromised high-reputation domains,
many of them Brazilian government sites, chained together to
inflate search rankings.

Read more >
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