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Why perform a Security & Resilience 
Assessment?

SCC | Security and Resilience Assessment Workshop ( SaRA ) | Location | 14 September 2026

Improve your cyber security and cyber resilience by:

• Understanding how to mitigate the growing cyber threat

• Ensure business continuity and recovery after an incident

• Match technology capabilities against regulatory requirements 

• foster your teams’ awareness to cyber attacks

It helps to: 

• Identify blind spots and recommended areas for improvement

• Develop a customized Cyber Resilience or  Operational Resilience 
strategy  fitting your vision & mission

• Identify gaps, strengths, and weaknesses

The assessment is based on 

• best practices

• NIST Cyber Security Framework V2

• EU DORA 

It is vendor agnostic and non - intrusive
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Start with a Short 
Assessment:

SCC | Security and Resilience Assessment Workshop ( SaRA ) | Location | 14 September 2026

• Answer a few questions in max. 10 minutes
• Your individual Report can be downloaded 

immediately
• You can request the full assessment from here
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What does the SaRA assessment 
deliver? 

SCC | Security and Resilience Assessment Workshop ( SaRA ) | Location | 14 September 2026

01 

A technology agnostic 
maturity assessment

02  
A view on the organisation , 
processes, and strategies 
regarding operational and 
cyber resilience

• A compliance assessment
• A technology check or 

product assessment
• A penetration testing or 

infrastructure hardening 
exercise

03  
A better cross team 
understanding of 
security and resilience 
requirements

04  

A list of prioritized 
recommendations to 
improve your overall 
resilience
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It delivers: It is NOT: 

It requires

• Collaboration
• Being open to discuss 

sensitive topics
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Security & Resilience 
Assessment Workshop

The Security & Resilience Assessment covers 
~100 controls within 6 categories 
(Identification / Protection & Prevention / 
Detection / Response & Recover / 
Backup & Restore / Learning & Evolving) 

SCC | Security and Resilience Assessment Workshop ( SaRA ) | Location | 14 September 2026
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Sample 
Recommendations

The Security & Resilience Assessment covers ~100 
controls within 6 categories 
(Identification / Protection & Prevention / 
Detection / Response & Recover / 
Backup & Restore / Learning & Evolving) 

SCC | Security and Resilience Assessment Workshop ( SaRA ) | Location | 14 September 2026

Gray 100
R22 G22 B22
#161616

Gray 90
R38 G38 B38
#262626

Gray 80
R57 G57 B57
#393939

Gray 70
R82 G82 B82
#525252

Gray 60
R111 G111 G111
#6f6f6f

Gray 50
R141 G141 B141
#8d8d8d

Gray 40
R168 G168 B168
#a8a8a8

Gray 30
R198 G198 B198
#c6c6c6

Gray 20
R224 G224 B224
#e0e0e0

Gray 10
R244 G244 B244
#f4f4f4

Blue 100
R0 G17 B65
#001141

Blue 90
R0 G29 B108
#001d6c

Blue 80
R0 G45 B156
#002d9c

Blue 70
R0 G67 B206
#0043ce

Identify
R15 G98 B254
#0f62fe

Cyan 50
R17 G146 B232
#1192e8

Cyan 40
R51 G177 B255
#33b1ff

Cyan 30
R130 G207 B255
#82cfff

Cyan 20
R186 G230 B255
#bae6ff

Cyan 10
R229 G246 B255
#e5f6ff

Red 60
R218 G30 B40
#da1e28

Response
R250 G77 B86
#fa4d56

Red 30
R255 G179 B184
#ffb3b8

Red 20
R255 G215 B217
#ffd7d9

Red 10
R255 G241 B241
#fff1f1

Magenta 60
R208 G38 B112
#d02670

Magenta 50
R238 G83 B150
#ee5396

Magenta 30
R255 G175 B210
#ffafd2

Magenta 20
R255 G214 B232
#ffd6e8

Magenta 10
R255 G240 B247
#fff0f7

Purple 60
R138 G63 B252
#8a3ffc

Protect
R165 G110 B255
#a56eff

Purple 30
R212 G187 B255
#d4bbff

Purple 20
R232 G218 B255
#e8daff

Purple 10
R246 G242 B255
#f6f2ff

Teal 60
R0 G125 B121
#009d9a

Teal 50
R0 G157 B154
#009d9a

Teal 30
R61 G219 B217
#3ddbd9

Teal 20
R158 G240 B240
#9ef0f0

Teal 10
R217 G251 B251
#d9fbfb

Green 60
R25 G128 B56
#198038

Green 50
R36 G161 B72
#24a148

Recover
R111 G220 B140
#6fdc8c

Green 20
R167 G240 B186
#a7f0ba

Green 10
R222 G251 B230
#defbe6

Yellow 30
R241 G194 B27
#f1c21b

Detect
R253 G220 B105
#fddc69

Yellow 10
R252 G244 B214
#fcf4d6

Blue 20
R208 G226 B255
#d0e2ff

Blue 10
R237 G245 B255
#edf5ff
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IBM Security & Resilience 
Assessment
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1– 12 months
(depending on 

output )1– 12 weeks

Project Kickoff Engagement Design Implementation
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Which teams should 
participate in the workshop? 
• Sponsor (e.g. CISO, CSO, CIO)

• Storage Administrator / Storage Team

• Security Administrator / Security Team

• Enterprise Business Continuity Management

• IT Disaster Recovery

Simplify the complex

Optional: 

• IT Operations (Problem, Change, Configuration 
Management) / Technology/IT / Corporate Crisis 
Management / Corporate Communications / 
Procurement/Supply Chain / Business Partners focal
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