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Accep t ab le Usag e Po l icy  f o r  Telecom m u n icat ion s 

Ser v ices 

 
This Policy is intended for  the inform at ion and guidance of Custom ers, and form s part  of 

SCC’s Term s of Sale for Telecom m unicat ion Services. The purpose of this Policy is to 

out line those act ions which are either st r ict ly prohibited or are considered unacceptable 

by SCC in part icular or by the Internet  Com m unity in general, whether t hey be com m it ted 

wilfully, inadvertent ly or  innocent ly, and to define the sanct ions which m ay be im posed by 

SCC upon Custom ers in violat ion of this Policy.  

 

SCC places no obligat ion upon it self to m onitor  any t raffic, website or other inform at ion 

t ransm it ted on or stored within it s network. However, SCC will fully invest igate all 

com plaints received concerning use of the network in cont ravent ion of t his Policy, and will 

co-operate fully with law enforcem ent  agencies where crim inal violat ion is suspected.  

 

The Custom er shall be responsible for  ensuring that  all users of the serv ice shall be aware 

of this Policy. The Custom er shall further be responsible for  ensuring that  these regulat ions 

are com plied with at  all t im es, and shall indem nify SCC against  liability, whether civil or 

crim inal, for any violat ion by such users as the Custom er shall by way of t rade or otherwise 

perm it  to use the Service supplied to the Custom er.  

 

The integrity and security of the SCC network is necessarily of prim e im portance, and any 

act ion that  adversely affects, or threatens to adversely affect ,  the operat ion of the network 

is st r ict ly  p r oh ib i t ed  under this Policy. I nsofar as the SCC network is linked with other 

Networks that  form  the Internet  as a whole, this shall include any such act ion against  any 

other network.  

 

Users m ust  not  under any circum stances whatsoever com m it , or  at tem pt  to com m it , nor 

aid nor abet  any act ion that  m ay threaten the network, either deliberately, negligent ly or  

innocent ly;  this shall include but  is not  lim ited to:   

 

• any at tem pt  to crash a host  or network,  

• “denial of service”  at tacks, “m ailbom bing”  at tacks or “ flooding”  at tacks against  a 

host  or network  

• any at tem pt  to circum vent  the user authent icat ion or security of a host  or network  

• any profligate use of the network, including the sending of IP m ult icast  other than 

by m eans provided by and co-ordinated by SCC, the sending of excessively large 

at tachm ents other than by using file t ransfer protocol,  

• the creat ion, t ransm ission, storage, or  publicat ion of any kind of virus or corrupt ing 

program  or corrupted data,  

• any other act ion that  m ay adversely affect  the network or it s operat ion,  

• cont inuous use of an “unlim ited”  service which breaches usage allowances affect ing 

other users or network.  

 

SCC shall have the r ight  to suspend or term inate Service, and to take such defensive 

act ion as m ay at  SCC’s sole discret ion be deem ed necessary in the event  of any at tack 

upon the network. Furtherm ore, SCC will inst igate Civil and/ or Crim inal Proceedings as 

appropriate against  the perpet rators of such prohibited act ion.  

 

For  t h e p u r p oses o f  t h is Po l icy ;   

“ I llegal Act ivit ies”  shall be const rued so as to include any act  or om ission by the Custom er  

that  would const itute a crim inal offence or any act  or om ission that  could give r ise to legal 

act ion whether under the laws of cont ract , tort  or otherwise. You should be aware that  as 

the internet  is a global network, som e act ivit ies/ m aterial which m ay be legal in the UK, 

m ay be illegal elsewhere in the world and vice versa.  
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“Unlim ited”  relates to services with an unlim ited data or call package. The reasonable 

allowance is defined by each network’s own Acceptable Usage Policy which is available on 

request .  

 

Violat ion of any of the provisions herein m ay const itute a civil or crim inal offence and is 

st r ict ly  p r o h ib i t ed  under this policy.  

 

USERS  

Users shall not  com m it , at tem pt  to com m it , nor aid nor abet  the t ransm ission, storage, 

publicat ion or use of any of the following:   

 

• Material that  is illegal to possess including but  not  lim ited to:   

o child pornography,  

o web pages whose purpose is to provide links to child pornography,  

o m aterial subject  to the Official Secrets Acts.  

o Users who receive unsolicited m aterial in the above category should report  

this im m ediately to SCC, and then rem ove it  from  their m achine. Not  to do 

so m ay it self const itute a crim inal offence.  

 

Material that  is legal to possess but  illegal or unacceptable to publish or t ransm it , including 

but  not  lim ited to:   

 

• art icles of an obscene or offensive nature,  

• art icles likely to encourage conduct  of a crim inal or otherwise illegal nature,  

• art icles of a libellous or slanderous nature,  

• art icles of a racist  nature,  

• art icles that  are hateful or abusive in any m anner,  

• art icles that  are unlawful in any m anner,  

• copies of software obtained by unauthorised m eans.  

 

I n the event  that  a com plaint  is received in respect  of such violat ion, SCC m ay im m ediately 

suspend or term inate access to the relevant  website, and report  the m at ter t o the relevant  

UK Police authority and the Internet  Watch Foundat ion. Copies of the offending m aterial 

and any upload logs held will be m ade for  evident ial purposes and passed to the 

authorit ies;  all further copies will then be dest royed by whatever m eans are available. SCC 

will co-operate to the fullest  extent  in any resultant  invest igat ion.  

 

I n recognit ion of the fact  that  users of the Internet  should be ent it led to such use without  

interference from  third part ies, SCC will not  perm it  any act ion which would violate this 

r ight , whether directed against  an individual user, a group of users or indiscrim inately. 

Users will not  com m it , at tem pt  to com m it , nor aid nor abet  any of the following, nor 

t ransm it , store, publish or use software or tools for the purpose of any of the following:   

 

• “spam m ing”  i.e. sending of,  or collect ing responses from , bulk e-m ail,  

• “scanning”  i.e. probing for security weaknesses in another user’s system s,  

• “denial of service”  or “m ailbom bing”  at tacks, i.e. a deliberate at tem pt  to overload 

a network or m achine,  

• “hacking”  and/ or “cracking”  i.e. unauthorised access to or use of another user’s 

network or m achine,  

• unauthorised m onitoring of other users,  

• “port  scanning”   

• cancellat ion, intercept ion, alterat ion, redirect ion or unauthorised publicat ion of 

other user’s m essages  

• solicit ing e-m ail for another user’s address  
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• generat ing credit  card details whether with intent  to defraud, or  for  any other 

unlawful use,  

• the propagat ion or forwarding of pet it ions for signature, chain let ters or pyram id 

schem es,  

• the unauthorised use, alterat ion or dest ruct ion of other user’s data or passwords,  

• the creat ion or t ransm ission of any kind of virus or corrupt ing program  or corrupted 

data whether wilful, inadvertent  or innocent ;  a user who receives such a virus 

should report  this im m ediately by telephone to their Service Provider  

• any other act ion that  would com prom ise or inter fere with the norm al funct ioning of 

another user,  

• any other act ion that  would violate the privacy of another user.   

 

I n the event  that  a com plaint  is received in respect  of any of the above violat ions, SCC 

shall have the r ight  to:  

  

• order that  the offending software or tools be dest royed  

• require a writ ten undertaking that  the User shall not  re-offend  

• rest r ict  or  suspend access to the Service provided unt il such t im e as these 

requirem ents are com plied with.  

 

I f a sat isfactory response is not  received within twenty four (24)  hours of not ificat ion of 

such violat ion, then SCC shall have the r ight  to term inate the Services at  SCC’s sole 

discret ion.  

 

MAI L  

The sending of unsolicited bulk e-m ail (also known as UBE, JunkMail or Spam ) , including 

polit ical or religious t racts, or  unsolicited com m ercial e-m ail (also known as UCE) , is 

considered an unacceptable use of the Service. I t  interferes with the operat ion of the 

Internet  as a whole by creat ing congest ion which delays and blocks legit im ate t raffic, 

cont r ibut ing to the general degradat ion of service, and creat ing unwanted t raffic for 

recipients. Where the User has acquired explicit  perm ission, either on a website or through 

som e other relat ionship the User should keep a record of this perm ission and m ust  cease 

sending e-m ail when requested to stop.  

 

Users m ust  ensure that  they do not  further the sending of unsolicited bulk e-m ail by others. 

This applies to both m aterial that  originates on the User’s system  and also to third party  

m aterial that  m ay pass through it . This includes but  is not  lim ited to a prohibit ion on 

running an “open m ail relay”  which will accept  e-m ail from  unauthorised or unknown 

senders and will forward it  to a dest inat ion outside of the User ’s m achine or network. I f 

the User ’s m achine does relay m ail, on an author ised basis, then it  m ust  record it s passing 

through the User’s system  by m eans of an appropriate “ received”  line. I n order to act  in 

the best  interest  of I nternet  users, SCC is com m it ted to ensuring that  such general abuse 

of the Internet  is kept  to an absolute m inimum , and will invest igate fully all reports of such 

abuse. SCC at  it s discret ion m ay run m anual or autom at ic system s to determ ine the user’s 

com pliance with these provisions, including scanning for  open m ail relays. The user by 

entering into an Agreem ent  with SCC has granted perm ission for this lim ited int rusion into 

the user’s network.  

 

Users m ay run an anonym ous relay service where this anonym ity can reasonably be 

required for legit im ate purposes, provided that  the User m onitors this service in such a 

way as to detect  and prevent  unauthorised or excessive use.  

 

SCC will fully invest igate all reports of violat ions. For this purpose Users m ust  ensure that  

a standards com pliant  “ received”  line is added to all e-m ail that  passes through their  

system s. I n the event  t hat  a com plaint  is received in respect  of such v iolat ion, SCC shall 

be ent it led to:   
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• request  that  equipm ent  which is not  standards com pliant  be replaced or  

reconfigured so as to prevent  further recurrence of the violat ion and,  

• require a writ ten undertaking that  the User shall not  re-offend and,  

• suspend access to the Service provided unt il such t im e as these requirem ents are 

com plied with.  

 

I f a sat isfactory response is not  received within five (5)  working days of not ificat ion of 

such violat ion, then SCC shall have the r ight  to term inate the Services at  SCC’s sole 

discret ion.  

 

COPYRI GHT  

Violat ion of the laws regarding intellectual property r ights const itutes a civil offence and is 

st r ict ly  p r oh ib i t ed  under this policy. Users shall not  com m it , at tem pt  to com m it , nor aid 

nor abet  the unauthorised t ransm ission, storage, publicat ion or use (unless it  is “ fair use”  

as defined by relevant  legislat ion)  of any of the following:   

 

• Copyright  m aterial, including but  not  lim ited to software program s, research 

docum ents and works of literature.  

• Tradem arks, including but  not  lim ited to brand nam es, logos and product  nam es, 

and including signs ident ical with or sim ilar to a registered m ark.  

• I ntellectual property of any other kind including, but  not  lim ited to, t rade secrets 

or patents.  

 

I n the event  that  a com plaint  is received in respect  of such violat ion, SCC shall be ent it led 

to request  either:   

 

• Evidence that  the Custom er is the legal owner of the intellectual propert y, or  

• Evidence that  the Custom er has authority to use the intellectual property from  the 

legal owner, or  

• An explanat ion of why a “due cause”  exem pt ion should apply, or  

• A writ ten undertaking to rem ove the m aterial and to desist  from  such act ion in the 

future. I f a sat isfactory response is not  received within five (5)  working days of 

not ificat ion of the violat ion, SCC shall have the r ight  to rest r ict , suspend or 

term inate access to t he facilit y at  SCC’s sole discret ion, and to refer the 

infringem ent  to the legal owner.  

 

VI SI BI LI TY  

SCC recognises that  users of the Internet  have a r ight  to privacy, and that  there are 

situat ions where it  is desirable or necessary that  anonym ity be preserved. I t  is not  

intended to rem ove or to erode these r ights but  to ensure that  anonym ity is available 

where and when appropriate, and that  it  is not  used to invade the privacy of other users.  

Accordingly, unless there is an exem pt ion agreed in writ ing by SCC, the user m ay not  

under any circum stances conceal, alter or forge, nor at tem pt  to conceal, alter or forge any 

inform at ion pertaining to their elect ronic ident ity, which act ion includes but  is not  lim ited 

to:   

 

• “spoofing”  i.e. sending e-m ail from  an e-m ail address which is not  the User’s own 

address.  

• “ forging”  i.e. concealing or am ending or adding to the User’s e-m ail address.  

• “bouncing”  i.e. deliberately exploit ing insecure system s to avoid or at tem pt  to avoid 

ident ificat ion of the User’s address.  

 

SCC reserves the r ight  to m odify or m ake addit ions to this Policy at  any t im e, and these 

variat ions shall be effect ive upon publicat ion of t he revised Acceptable Use Policy on SCC’s 
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website. The decision of SCC in respect  of any m at ter under the provisions contained 

within this Policy shall be final.  

 

SCC subscribe to and shall abide by the advice given by the independent  indust ry body 

The Internet  Watch Foundat ion ( “ IWF” )  in relat ion to the content  of the Internet . For 

further inform at ion regarding IWF and it s policy please refer 

to ht tp: / / www.internetwatch.org.uk  

 

Com plaints regarding any I llegal or Unacceptable use should be sent  

to telecom s.escalat ions@scc.com   

 

http://www.internetwatch.org.uk/
mailto:telecoms.escalations@scc.com

