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At SCC, we believe that security 
should not be an afterthought, 
your security program should be 
proactive and preventive and not 
reactive. We help our customers 
to understand risks and how to 
avoid them. 

Security Awareness Training

SCC provides two Security 
Awareness Services that  
can be delivered as stand 
alone or coupled together 
for more comprehensive 
management of end user 
security behaviours: 1. Active 
Phishing Simulation Service; 
2. Information Security 
Awareness Training. Both 
services provide extensive 
intelligence that equip 
customers with actionable 
metrics on where to apply 
security improvement efforts 
to strengthen user behaviour, 
prevent security breaches 
that occur out of avoidable 
human error. These flexible 
and adaptable services  
focus on helping customers 
to actively build the right 
attitudes towards security 
within their workplace.

Active Phishing Simulation 
Service

This is a simulated phishing 
campaign that we run against 
staff in an organisation 
with the permission of their 

management. With a real life 
look and feel, fake phishing 
emails are embedded with safe 
and ethical software to record 
user activity. If a user falls for 
the scam they will be routed 
directly to on-the-spot training 
that explains what went wrong 
and how to prevent it next time. 
Our software records and 
reports on these incidents and 
remedial actions taken to an 
organisation’s management to 
help with their risk management 
processes.

SCC delivers this service to 
provide a baseline metric of how 
susceptible an organisation is to 
a phishing attack. Considering 
that 70% of security breaches 
are caused by people and 91% 
of cyber-attacks start with 
a phishing email, our active 
phishing simulation service can 
address a significant cyber 
threat.

We provide a detailed 
management report after 
the phishing campaign 
are generated after a 
fixed term for insights into 
organisational performance. 

This is automatically followed 
by a 30-day free trial of the 
Information Security Awareness 
Training that is activated on 
the Learning Management 
Platform provided, with 
fundamental security courses 
available to users. Users and 
departments that are the most 
vulnerable to phishing attacks 
are identified, as well as which 
types of phishing attacks are 
particularly effective against 
the organisation. This gives 
customers the information 
needed to target their training 
efforts and help users who 
require information security 
training to build the right level of 
competence and compliance to 
organisational security policies.

Solution:

There are a consistent range of challenges affecting organisations 
across all industries ranging from regulatory compliance to 
skilled resource constraints and security digital transformation.
It is imperative that organisations build greater resilience by 
anticipating and preventing any disruption to their business. 

Security
Security Awareness Training

Security is paramount to all organisations. 
Continuous digitisation and regulatory 
requirements mean you must be secure 
against a backdrop of a constantly 
evolving security threat.

https://www.linkedin.com/company/scc
https://www.facebook.com/specialistcomputercentres/
https://twitter.com/SCC_UK
https://vimeo.com/sccuk
http://www.scc.com/security/
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Information Security 
Awareness Training

SCC offers customers 
a security learning 
management system 
for training, testing 
and tracking security 
knowledge and awareness 
within their organisations. 
This is delivered through 
cloud-based, voiced and 
animated tutorials focused 
around security using 
recent case studies and 
examples. Where required 
we assist customers to run 
this as a managed service 
that provides users with 
courses on a monthly basis 
to improve and keep them 
updates on information 
security topics and trends. 

SCC’s training on-demand 
approach incorporates 
modern behavioural 
science principles that 
replaces traditional 
corporate training 
and offers flexibility to 
end users around their 
organisational day-to-day 
responsibilities. To maintain 
continual user engagement 
and the success of the 
campaign, it is necessary 
to subvert the stereotype of 
monotonous, unengaging 
and time-consuming 
corporate training.

The Learning Management 
platform provided is 
content rich and inclusive 
of self-service phishing 
email templates for 
customers to run phishing 
simulation campaigns as 
and when they require. 
As a managed service, 
our Information Security 
Awareness Training 
provides you with an 
effective and continuous 
improvement of end 

users’ security awareness 
and behaviours that will 
improve the security culture 
within your organisation, 
mitigating risk of phishing 
attack, social engineering, 
regulatory compliance 
breaches and other 
threats that could result 
from human error at the 
workplace.

Key Benefits

• We help to empower 
employees and protect 
your organisation through 
measurable, bespoke, 
cloud-based information 
security awareness training 
that educates your staff 
effectively; continually 
improving through our 
unique approach.

• Our Active Phishing 
Simulation Service tests 
the efficacy of your staff 
training in the real world 
and helps to identify any 
gaps whilst the Self-service 
Phishing Simulator with 
the Learning Management 
platform equips managers 
within organisations with the 
tools to collect risk data that 
will inform security strategy 
and help implement cultural 
change programs.

• All responses to the 
interactive tutorials and 
phishing campaigns 
provide real time 
actionable metrics on your 
organisation’s security 
awareness campaign. This 
data is visualised via the 
management dashboard 
that enables you to track 
your employees’ progress 
and effectively administer a 
cohesive security awareness 
program across all 
employees.

Solution: Security
Security Awareness Training

Information Security Awareness Training - screenshot of our 
Cloud Learning Management System
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