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networks & communications.
meeting the future demands on your networks.
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Meeting future demands

Accelerating network solutions

we adapt.

With an exponential surge 
in the workforce having to 
work remotely, organisations 
have and continue to scale 
network requirements to help 
with increased traffic whilst 
equipping remote workers 
with enhanced collaboration 
tools and ensuring cyber 
security. As more of the UK 
gradually returns to work, we 
are not returning to the same 
environment we left, with 
flexible and remote working 
becoming the New Normal. 
Organisations must plan 
to maintain support for an 
entirely remote workforce well 
into the future, despite signs of 
recovery.

This has put unique pressure on 
IT infrastructure and IT decision 
makers. Many organisations 
that thought they had the 
bandwidth and network tools to 
cope with employees working 
remotely are having to discover 
and implement new approaches 
such as software defined 
networking and virtualisation 
technologies. In the post-
COVID-19 world, even the 
most forward-thinking, flexible 
working organisations are 
finding cracks in the foundation 
of their network infrastructure.

Proof then, regardless of the 
crisis, many networks are 
not sufficiently scalable or 
resilient now, nor have they 
been for a long time. The 
challenges around networks 
and communications have been 
exacerbated by the pandemic 
but are long-term issues IT 
teams have been struggling  
to address. As a result of the 
pandemic there is an urgency 
to identify and resolve issues  
with the network, and at an 
accelerated pace.

Enabling remote working is 
one thing but being mandated 
to support remote working 
effectively, permanently 
and securely, for your entire 
workforce is an entirely 
different proposition. The new  
mass remote way of working 
has an emphasis on a different 
suite of applications such 
as collaboration tools which 
rely  more heavily on video all 
putting additional strain on 
networks.

SCC’s latest IT Insights Report, 
commissioned by SCC to gain 
valuable insight into the UK IT 
solutions market. We surveyed 
550 IT decision makers from 11 
different sectors, both public 
and private, about the impact 
of COVID-19 on IT networks 
and communications. The 
report shows a 93% increase in 
organisations that believe their 
network does not meet current 
requirements. 

34%
of UK white-collar 

employees have gone 
back to an office location 

to work, far behind their 
European counterparts, 

(68%), according to 
analysis from US bank 

Morgan Stanley’s research 
unit AlphaWise.
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empowering 
people.

accelerating network solutions
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Your challenges

The rapid adoption of new 
applications during the 
COVID-19 pandemic exposed 
significant network frailties. 
SCC’s IT Insights Report 
reveals a 110% increase, 
post-COVID-19, of IT decision 
makers who believe the 
impact on their network 
is not always considered 
when new applications and 
services are introduced 
within their organisations. 
At a time when remote user 
expectations need to be 
maintained or improved the 
networks are failing to provide 
the backbone to support the 
business requirements. It is 
critical Networks are managed 
effectively as these issues on 
the core network have a knock-
on effect across the whole 
infrastructure.

• Network Policy – 
organisations should be 
reviewing and updating 
network policies to reflect 
a new working environment 
and address the new home-
based workforce

• Software Defined 
Networking – establishing a 
foothold in cloud computing 
to enable more automation 
and policy-based 
management of network 
resources

• Security and Access 
Solutions – securing your 
company information and 
data, regardless of device 
or access location

• WiFi Connectivity -  
deploying and operating 
WiFi networks that are 
scalable and able to 
support customers’ 
demands and provide high-
quality user experience

• Remote Connectivity – 
optimising the remote 
working experience with 
better scalability

• The Office Network – 
simplifying location services 
by bringing solutions 
together onto a single cloud 
platform, in partnership 
with leading network 
vendors

• Multi-Cloud Networking 
– bringing multiple cloud 
computing and storage 
services into a single 
network architecture

It’s clear that COVID-19 has 
brought a shift in priorities for IT 
decision makers, who are now 
more focused on upgrading 
the network to support existing 
usage (up 41%), moving to 
cloud services (up 27%) and 
adopting new technologies 
(up 30%). Addressing these 
priorities will help organisations 
deliver required services to 
maintain business as usual 
and overcome the immediate 
challenges – but it has come 
at a cost of having to think 
shorter term. The planning 
and assessing of network 
requirements for future services 
reduced as a priority by 64%, 
as organisations are forced 
to place a bigger focus on 
addressing immediate business 
needs.

The network infrastructure 
underpins the rest of IT to 
provide a business-critical 
applications and services 
across both Local and Wide 
Area Networks. Network 
downtime or a prolonged 
outage causes failure in 
operations, losses in business 
revenue and sometimes proves 

fatal for an organisation – and 
with disruption to business 
as usual and a potentially 
permanent shift to more flexible 
working, it’s no surprise that 
organisations are working 
tirelessly to optimise and 
protect networks with a reactive 
view in mind.

For many years, SCC has been 
at the forefront of evolving 
networks and communications 
for Europe’s biggest brands and 
critical public sector services. 
We understand how important 
networks are to the success 
of every organisation and we 
have the tools in place to react 
quickly to customer problems 
and plan for future success.

scc.com/networks-and-communications/
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With a 93% increase in  
respondents saying their 
network does not meet the 
business needs, we can 
conclude that more work 
needs to be done to influence 
organisations leadership 
teams to prioritise network 
optimisation to adequately 
support consumption levels. The 
significant increase in remote 
working in the mid to long 
term as a result of COVID-19 
has made this an immediate 
necessity.

It would seem that some 
organisations have implemented 
business continuity planning 
without factoring in the network 
resilience – both LAN and WAN 
– that underpin their platforms 
and services. The spike in the use 
of video collaboration tools and 
services for instance would imply 
more bandwidth consumption 
on networks; not only that but 
network security of Virtual 
Private Networks (VPN) must not 
be overlooked.

Our research also shows a 
20% drop post-lockdown in 
respondents that believe that 
Wide Area Network has a 
huge impact on the business 
operations of organisations. 
This could imply that some 
organisations are focusing 
narrowly on the performance of 
their Local Area Networks and 
Wireless Networks assuming 
the stability and resilience 
of their Wide Area Network 
services remain a constant. 
Consideration, post-COVID-19, 
should also extend to business-
critical infrastructure supported 
by WAN services, as such 
impacts provide visibility to 
end-users and business IT 
organisations, where lapses are 
currently occurring or could 
occur in the future.

At this time when organisations 
are forced to consider a number 
of additional services onto their 
network to a distributed user 

base across multiple uncontrolled 
locations, we have seen an 
86% post-lockdown increase 
in organisations now seeing 
instability of their network. This 
is no surprise, as organisations 
that do not build the right levels 
of network resilience across 
their infrastructure to cater to 
the changes brought about 
by COVID-19, will continue to 
find unsatisfactory end user 
experiences as a result of slower 
networks, platforms, applications 
and systems. This can potentially 
reduce the productivity of staff 
and consequently the bottom 
line which will be far from the 
desired outcome sought by any 
organisation.
  
IT departments also find 
themselves more constrained 
by budget post lockdown, there  
has been an 86%  increase in 
IT decision makers stating their 
total IT budget not sufficient 
to meet current requirements. 
Within this, 58% report a 
struggle to obtain funding 
for network improvements or 
upgrades. This highlights that 
internal IT departments struggle 
in bringing the proactive network 
maintenance, improvement or 
optimisation to the fore of board 
room discussions.

Current state of play

Meeting demand
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increase post-lockdown
in organisations networks

not currently meeting
their needs

93%
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What IT decision makers are saying

we manage.

What services are most likely to 
be outsourced or taken on as a 
managed service?

Cloud Connectivity

63%
Mobile Voice and Data

61%
UC Management 

59%
WAN Management

56%
Network Assessments & Audits

56%
WiFi Management

51%
LAN Management

50%

What do IT decision makers 
say are the current priorities for 
network strategy?

Moving to cloud services

+27% post-lockdown 
Upgrading the network to  
support existing usage

+41% post-lockdown

Adopting new technologies

+30% post-lockdown

Planning and assessing network 
requirements for future services

-64% post-lockdown

Our research shows that more 
organisations are benefiting 
from outsourcing their network 
and telecommunications 
services to managed service 
providers, which frees up 
time, effort and space whilst 
reducing internal IT overheads 
and providing more options 
for scalability as the business 
grows. 

Outsourcing offers organisations 
the opportunity to achieve real 
success – however it’s important 
to know which services to 
outsource and ensure you 
select a partner capable of 
complementing and adding 
value to your IT strategy, with the 
right skill and experience to both 
support and positively influence 
your long-term thinking. Some 
organisations have concerns 
about handing over responsiblity 
to the wrong partner, which 
is why SCC invests time and 
resource in working together 
to proactively demonstrate our 
expertise and suitability.

With the pressure from a 
rapid shift to remote working 
as a result of COVID-19, our 
research indicates respondents 
feeding back favourably 
towards outsourcing services 
such as cloud connectivity, 
mobile and voice data, unified 

communications management, 
WiFi management and Network 
assessments and audits whilst 
the attitude to out-tasked 
management of the network 
was more restrained with 
organisations preferring to keep 
this in house.

SCC can help overcome these 
challenges, freeing up internal 
resources to concentrate on 
the business deliverables, SCC 
offers annuity network and 
communications managed 
services for maintaining, 
supporting and enhancing 
core network infrastructure and 
telecommunications assets. 
Our multi-vendor solutions keep 
networks running whilst handling 
incidents, problems and outages 
both known and unknown to your 
internal teams.

http://www.scc.com/networks-and-communications/
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Our engagement
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Traditional networks 
infrastructures are being pushed 
to the limits by the explosion 
in devices, cloud and data 
traffic and security issues 
accompanying hybrid cloud and 
adoption of newer technologies. A 
well designed, reliable and secure 
network is the backbone of any 
organisation and your entire IT 
infrastructure depends on the 
network cabling, switches and 
wireless devices that connect all 
together. SCC understands the 
pains our customers go through.

We offer wired and wireless 
enterprise network services and 
solutions that provide a consistent 
user experience and address 
networking challenges.

• Network Consulting Services

• Enterprise Networking

• Data Centre Networking

• Software Defined Networking

• Network Security

• Wide Area Networking

• Network Management and Automation

• Unified Communications

• Network Support Service 

• Managed LAN and Wireless Service 

• Managed WAN Service

• Managed Cloud Connect

OPTIMISEMANAGEIMPLEMENTSUPPLYDESIGNDISCOVER

CUSTOMER CHALLENGES

http://www.scc.com/networks-and-communications/
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we supply.

We deliver

We leverage strong, long-term 
partnerships with the world’s 
best technology vendors and 
network carriers. With  our 
capabilities across various 
network and communications 
technologies we help to mitigate 
any risk of network outage and 
provide solutions that boost 
network performance and 
enhance business processes. 
We ensure our customers’ 
business-critical infrastructure 
is supported, protected, up to 
date and capable of meeting 
operational demands, as 
well as being sufficiently 
scalable to keep track with 
your requirements when the 
unexpected happens

Network services from SCC 
support the growing need for 
network agility, security and 
scalability in a multi-vendor, 
multi-technology environment. 
We provide straightforward 
guidance and extensive 
knowledge on networking 
across industries, and we use 
our lifecycle approach that 
spans discovery, design, supply, 
implementation, management 
and optimisation. Our services 
range from network consulting 
to a 24/7 service desk and 
managed network services 
tailored to the needs of your 
organisation based on many 
years of experience in the public 
and private sectors. We offer 
end-to-end in-house services 

with pre-sales engineers who 
assess, design and scope your 
networking requirements to 
experienced network engineers 
that install and support your 
network. 

Services 

• Network Consulting Services

• Enterprise Networking

• Data Centre Networking

• Software Defined Networking

• Network Security

• Wide Area Networking

• Network Management and 
Automation

• Unified Communications

• Network Support Service 

• Managed LAN and Wireless 
Service 

• Managed WAN Service

• Managed Cloud Connect

Benefits

• Achieve desired business 
performance outcomes with 
faster networks,  improved 
resilience, network services 
and management

• Lower costs with reduced 
network installation time 
and more flexible service 
level agreements for network 
maintenance and support

• Reduce risk and improve 
security across your network 
infrastructure

• Deliver better end user 
experiences through 
contextual insights

• Automate IT processes 
and enhance application 
experiences

So
lu

tio
ns

: N
et

w
or

ks
 &

 C
om

m
un

ic
at

io
ns

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

01
5

http://www.scc.com/networks-and-communications/


scc.com/networks-and-communications/

SCC transforms city council 
network with Cisco

The adoption of Cisco DNA 
architecture is now enabling a 
major city council to recognise 
and embrace the full benefits 
of the Cisco DNA Centre. The 
council has already been 
able to see business benefits 
from the deployment of Cisco 
DNA assurance and some 
automation features on its 
network, gaining full network 
visibility and a single point of 
management.

A spokesperson for the council 
said: “We went from having a 
fragmented network visibility 
to full visibility. We can now 
see exactly what we need to 
address and are able to resolve 
issues more quickly than before. 
We can patch systems where 
we never previously could. We 
have improved our security 
posture, and we have been able 
to upgrade the firmware on the 
switches. This in turn reduces 
downtime and improves our 
overall network security. At the 
same time, the automation of 
patch rollout and management 
software means we can make 
upgrades to sites out of normal 
office hours, reducing the time 
it takes to fix faults from days 
to hours.”

The council has also 
implemented the Software 

Image Management (SWIM) 
feature that provides a single 
point to manage multiple 
resources, further enhancing 
network visibility by enabling 
the council to maintain a 
consistent view across its 
network estate, whereby all 
network devices adhere to the 
status of a defined ‘golden 
image.

SCC and Systems Integrator 
help NHS Trust create new 
COVID-19 ward within days

Throughout the COVID-19 
crisis, SCC has been working 
closely with its customers to 
enable business continuity and 
cope with increased demand. 
In the healthcare sector, SCC 
has supported the NHS and 
other healthcare organisations 
with high-profile projects, 
often delivered within days, to 
help our frontline healthcare 
organisations cope with 
unprecedented demand.

In partnership with a Systems 
Integrator (SI), SCC helped 
one NHS Trust create a new 
ward to treat COVID-19 patients 
and increase capacity within 
the hospital to cope with a 
significant influx of cases as the 
situation in the UK worsened.

SCC provided the SI and Trust 
with critical Cisco LAN and WiFi 
technology to stand up the new 

ward and worked closely with 
Cisco to reduce the lead time 
from eight weeks to just a few 
days.

SCC leveraged excellent 
relationships to enable quicker 
delivery of vital technology, 
helping the NHS Trust act faster 
and ultimately save lives. A 
spokesperson for the Systems 
Integrator said: “Thank you to 
the team at SCC for all their hard 
work and focus over the past 
few weeks. Their dedication and 
quick responses haven’t gone 
unnoticed.’’

SCC transforms the network for 
leading UK airport group

SCC has transformed the 
network of one of the UK’s 
leading airports groups in a 
significant project to provide a 
modern, modular, segmented 
and supportable solution to 
deliver secure and agile services 
for both the airport group’s 
corporate and airport customer.

This project was delivered 
collaboratively between SCC 
and the airport group’s internal 
architects and network support 
staff. Together, segmentation 
technologies were investigated 
and trialled before deciding 
which was best fit for the group. 
Cisco Programmable Fabric 
(VXLAN BGP EVPN) was chosen 
for the four data centres aligned 

with an MPLS L3VPN based 
solution for the airport group’s 
core and campus networks.

SCC overcame a number 
of challenges as the project 
evolved, switching technologies 
to achieve better scale, and 
providing solutions suitable 
for a network of this size and 
scale that will eradicate 99% 
of customer issues and be 
delivered on time and within 
budget.

SCC has delivered four new 
data centres and is currently 
working with the airport group 
to roll out the MPLS L3 VPN 
solution to the group’s core and 
campus networks.

#StrongerTogether

How we’ve helped our customers 
through this crisis.
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SCC delivers LAN refresh for 
military academy 

SCC has delivered a full LAN 
refresh for a high-profile 
military academy, replacing 
all core, distribution and edge 
switches at 100 buildings 
across its campus to replace 
its ageing and failing network 
infrastructure.

SCC worked alongside the 
customer’s IT team to create 
device configurations to allow 
a smooth roll out of switching 
infrastructure and a new 
management platform. The 
complex deployment included 
ensuring the new network would 
co-exist with the existing network 
during the transitional phase 
but still continue to function 
correctly when the core was 
removed, and the new Cisco 
core was rolled out.

The base configuration for 
the access and distribution 
layer was created in close 
collaboration with the customer. 
This ensured the customer’s 
requirements were fully 
understood and built into the 
solution. These configurations 
were then tested in a small 
area of the site that was not in 
use, allowing the network to be 
tested and troubleshooting to 
be undertaken with little or no 
impact to the rest of the site. 
Once the initial pilot area had 
been tested, full testing was 
completed at smaller areas of 
the site, minimising the risk of 
operational failure.

Once all access and distribution 
layer switches had been rolled 
out, SCC and the customer 
worked as a single unit to 
decommission the old core and 
deploy the new core switches 
over a weekend where a full 

outage had been planned. The 
network was tested for correct 
connectivity in all areas of the 
site before the site went live, 
deploying a stable new network 
that allows users a much faster 
and better network experience.

Children’s Hospital NHS Trust 
thanks SCC for ‘world class’ 
wireless solution 

SCC delivered a new HPE Aruba 
wireless solution for use by 
corporate users, patients and 
visitors, wireless voice services 
and location services for the 
UK’s leading children’s hospital 
NHS Trust.

Rather than replacing the Trust’s 
existing wireless with Aruba, 
SCC designed a new wireless 
infrastructure to offer additional 
benefits. For example, by 
integrating an Aruba ClearPass 
system into the solution for 
device and client authentication, 
the system now profiles devices  
connectingto the network 
allowing the simplifying and 
reducing  thenumber of SSIDs  
and improving the overall 
performance and security of the 
network. This also simplified the 
day to day management of the 
wireless network and removed 
the complexities for adding 
additional services in future.

SCC worked in close 
collaboration with HPE Aruba 
and the Trust to deliver a 
successful project that involved 
a number of challenges around 
the legacy wireless telephone 
handsets. 

A spokesperson for the NHS 
Trust said: “I want to express 
my sincerest thanks to all who 
have worked extremely hard to 
deliver this project. We have had 
our challenges but the unified 

way in which have achieved this 
is a testament to the one team 
approach embodied in all who 
contributed to this outcome.

“I am incredibly proud of what 
we have achieved as a team 
thus far to deliver the wireless 
project to this point and have 
full confidence that we will 
deliver the overall ‘world class’ 
wireless solution that will 
contribute to the delivery of 
the Trust’s digital strategy with 
a team that has shown the 
dedication and commitment 
that you have shown.”

SCC supports home working 
and training for barrister’s 
chambers 

Following the UK Government’s 
COVID-19 guidelines around 
social distancing and eventual 
lockdown, SCC was asked to 
help a barrister’s chambers in 
London upgrade its firewalls, 
improve security, enable 
seamless remote access and 
expand its videoconferencing 
licensing to support home 
working and training.

The firewalls were close to the 
end of their support date and 
SCC implemented a new Cisco 
Firepower Next Generation 
1140 firewall solution with 
Intrusion Prevention services 
and the latest version of Cisco 
AnyConnect VPN client for 
remote access.

To improve security, SCC 
recommended and implemented 
Multi Factor Authentication 
(MFA) solution, Cisco DUO, 
which combines security with 
ease of enrolment and on-going 
use with push notifications sent 
to user’s mobile phones. The 
customer has a small internal 
IT team and needed something 

that is easy to support.

The customer also required 
the addition of recording 
functionality to its video 
conferencing capability, to 
enable students to refer back 
to lectures and sessions – 
something they didn’t previously 
use. SCC enabled this and 
turned the project around in a 
very short time frame, ensuring 
vital conferences were not 
delayed.

Due to social distancing 
measures, SCC was unable 
to travel to the customer site  
making implementation of 
the new firewalls challenging. 
As a result, the project was 
delivered in two phases – first 
installing the new Cisco firewalls 
alongside the existing ones 
and with the new VPN solution 
enabled this enabled thorough 
testing, including the MFA, 
without affecting the existing 
firewalls.

SCC went through a clean-up 
process of the firewall rules, 
once the configuration and 
testing was complete, SCC 
migrated the internet access to 
the new firewalls. The customer 
now has a robust, next-
generation firewall and Intrusion 
Prevention solution with remote 
access authentication for users 
that is easy to use and highly 
secure.

How we’ve helped our customers 
through this crisis.
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http://www.scc.com/networks-and-communications/
http://www.scc.com/networks-and-communications/


scc.com/networks-and-communications/scc.com/security/scc.com/networks-and-communications/
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SCC’s Networks and 
Communications solutions help 
organisations discover, design, 
supply, implement, manage 
and optimise networks, tailored 
to the exact needs of the 
organisation based on many 
years of experience across all 
industries in the public and 
private sectors. During the 
COVID-19 pandemic, the speed 
at which we helped customers 
scale in order to adapt quickly 
to fundamental change is 
testament to our experience 
and expertise.

Understanding
We have been implementing 
networks for over 15 years, 
amassing a wealth of 
experience across different 
market segments, so we can 
advise you on the best route 
forward. We understand 
the challenges that many 

organisations face and are 
ready to work with you to 
help resolve these with the 
right blend of technology and 
services. 

Choice 
We have a vast portfolio of 
solutions from some of the 
markets leading vendors, so 
we are able to provide the 
right option to meet your 
requirements. We take time to 
work with you, to look at the 
options and come up with a 
solution to meet your exact 
requirements. 

Care
We care about our customers; 
we want to build long-
term, mutually beneficial 
relationships with you to 
really allow you to lean on our 
expertise and help you deliver 
for your organisation. We are 

made up of people that really 
care about customer outcomes.

Flexibility
We are flexible in our approach, 
ensuring we work with you in 
the way you need. We have 
a range of purchase options, 
from CapEx to multiple finance 
options and service contracts.

Independent
We take an independent view 
of the market to ensure we are 
proposing the right solution 
for you and your business. We 
have a substantial range of 
understanding and knowledge 
of the market, the technologies 
involved and, importantly, 
how to integrate these to a 
solution to meet your business 
requirements. 

SCC has built a dedicated 
team to deal with every 
aspect of networking and 
communications backed up 
by some of the market’s best 
experts in this area. We will 
ensure that we explore every 
aspect of your requirements 
and propose a solution made 
up of the right technologies 
and services to underpin your 
business needs, now and into 
the future.

why 
choose us?

Supporting you in meeting the future 
demands on your networks.
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Find out more 

Hopefully this guide has given 
you a flavour of what we have 
to offer. Why not get to know us 
a little better? 

Connect with us.

       linkedin.com/company/scc

       twitter.com/scc_uk

       instagram.com/scc_uk

       facebook.com/ 
       specialistcomputercentres

       vimeo.com/sccuk

Email us

If you would like to book an 
appointment to discuss any 
requirements please email:
online@scc.com

Talk to us

If you have any queries about 
our services, would like to speak 
to someone in more detail, or 
simply want to book a meeting, 
you can always speak with us 
directly via your normal point 
of contact or call the SCC Main 
Reception on: 0121 766 7000

Go online

Check out our website for  
full and up-to-date information 
about all our services. 
scc.com

http://www.scc.com/networks-and-communications/
http://www.scc.com/networks-and-communications/
https://www.linkedin.com/company/scc/
https://twitter.com/SCC_UK
https://www.instagram.com/scc_uk/?hl=en
https://www.facebook.com/specialistcomputercentres/
https://vimeo.com/sccuk
https://www.scc.com



