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Sentinel Cloud Security Framework

Sentinel Services are certified to ISO 27001:2013 
which helps SCC to manage and protect our                                                                            
customers’ information assets so they               
remain safe and secure.

Sentinel’s design, build and ongoing maintenance 
provides a governance-focused, audit-friendly 
service, which meets applicable security compliance 
regulations or audit standards. The platform 
Compliance enables customers to have their 
own secure tenancy, established, operated and 
fully managed (if required) within SCC’s security 
controlled environment.

Sentinel is housed within protected Tier 3+ Data 
Centres based in the UK. The platform is built in 
accordance with the protective security methodology 
from the Centre for the Protection of National 

Infrastructure (CPNI). The CPNI is trusted to host 
and run the UK’s Critical National Infrastructure.                    
All aspects of the service are operated and delivered 
by accredited UK staff. Examples of government 
organisations operating within the platform include 
Home Office, Ministry of Justice, Ministry of Defence, 
Highways England, Prison Services, Health and Local 
Government.  

SCC and its Sentinel Cloud platform services 
are underpinned by a number of certifications, 
compliances and alignment to the following 
frameworks:

Sentinel Cloud Security Platform Compliancy - Enabling Customers to better understand the robust controls 
in place to continuously protect data in the cloud.

ISO 27001:2013

https://www.bsigroup.com/en-GB/iso-27001-
information-security/Certification-for-ISO-27001/

The HMG Cyber Essentials scheme was developed 
by Government and industry to fulfil two functions:

• To provide a clear statement of the basic controls 
all organisations should implement to mitigate 
the risk from common internet-based threats, 
within the context of the NCSC 10 Steps to Cyber 
Security. 

• To offer a mechanism, via the Assurance 
Framework, for organisations to demonstrate to 
customers, investors, insurers and others that 
they have taken these essential precautions. 

This framework helps us to manage and protect our 
customer’s information assets so that they remain 
safe and secure. It helps us to continually review and 
refine the way we do this, not only for today, but also 
for the future, protecting our business, our reputation 
and adding value with alignment to the Government 
Cloud Security Collection guidance.

SCC’s Sentinel Service is frequently tested and is 
subject to numerous external independent IT Health 
Checks (ITHC) and audits to provide evidence of a 
comprehensive and industry leading compliance 
portfolio.

The SCC ISO 27001:2013 certification is available 
upon request.

https://www.cyberaware.gov.uk/cyberessentials/

Cyber Essentials Plus
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SCC is a commercial service provider certified to 
sell services to public sector organisations on the 
PSN via the Crown Commercial Service framework. 

Public Services Network

https://www.gov.uk/government/groups/public-
services-network

The Information Governance Toolkit (IGT) and its 
successor the Data Security and Protection Toolkit 
are agreements between NHS Digital and data 
assurance organisations, practising good data 
security methodologies, ensuring that personal 
data is correctly handled.

To gain authorisation for connecting an organisation 
to NHS Digital services like the N3 and HSCN 
networks, it is essential that organisations meet their 
obligations to the required standards. This ensures 
organisations are preserving the confidentiality, 
integrity, availability and accuracy of NHS 
information. By stipulating that organisations achieve 
the information governance standards incorporated 
in the terms and conditions, NHS Digital can help to 
ensure appropriate safeguards are in place to protect 
NHS services and data for all users. 

SCC complies with and has successfully met 
the standards and requirements stated in the 
Information Governance Toolkit (IGT) and is preparing 
for the change to the Data Security and Protection 
Toolkit (DSPT) in 2018. 

Through the various SCC independent IT Health 
Checks and audits SCC are able to provide evidence 
of a comprehensive and industry leading compliance 
portfolio to NHS Digital.

The SCC Sentinel platform and the associated 
services that it can deliver are fully PSN compliant 
offering end-to-end solutions for our customers. 

To maintain high levels of security, flexibility and 
resiliency the Sentinel platform and its services 
are frequently tested and subjected to numerous 
external independent IT Health Check’s and audits   
to provide evidence of a comprehensive, industry 
leading compliance portfolio. 

Delivering services to thousands of end users across 
the UK, our portfolio of services enable customers to 
quickly mobilise certified, secured services utilising 
the extensive experience and capability SCC has with 
working with the PSN

All our PSN certifications are available upon request.

https://www.igt.hscic.gov.uk/

https://www.dsptoolkit.nhs.uk/

NHS Information Governance                                                     
Toolkit and NHS Data Security                                        
and Protection Toolkit
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NCSC 14 Cloud Security Principles                                                             
- How to protect your data in the cloud

The National Cyber Security Centre (NCSC), formerly CESG, published its Cloud Security Guidance for public 
sector organisations considering the use of cloud services for handling OFFICIAL information. 

Under this guidance, each information asset 
classification attracts a baseline set of security controls 
providing appropriate protection against typical threats. 

NCSC Cloud Security Guidance includes a risk 
management approach to using cloud services, a 
summary of the Cloud Security Principles, and guidance 
on the implementation of those Principles. Additionally, 
supporting guidance documents are included on 
recognised standards and definitions, separation 
requirements for cloud services and specific guidance 
on the measures that customers’ of Infrastructure as a 
Service (IaaS) offerings should consider taking.

The Cloud Security Guidance published by NCSC lists  
14 essential principles to consider when evaluating 
cloud services, and why these may be important to        
a public sector organisation. 

Cloud service users should decide which of the 
principles are important to their environmentand 
how much (if any) assurance the users require in the 
implementation of these principles.

In order to secure the Sentinel Infrastructure as 
a Service, SCC follows the NCSC Cloud Security 
Framework and the 14 Cloud Security principles:

DATA IN TRANSIT
PROTECTION

ASSET PROTECTION
AND RESILIENCE

SEPARATION
BETWEEN USERS

GOVERNANCE
FRAMEWORK

OPERATIONAL 
SECURITY

PERSONNEL 
SECURITY

SECURE
DEVELOPMENT

SUPPLY CHAIN
SECURITY

SECURE USER
MANAGEMENT

IDENTITY AND 
AUTHENTICATION

EXTERNAL INTERFACE
PROTECTION

SECURE SERVICE
ADMINSTRATION

AUDIT INFORMATION 
FOR USERS

SECURE USE OF 
THE SERVICE

14 Cloud 
Security Principles
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NCSC 10 Steps to Cyber Security                                                                
- How to protect you and your data 
The National Cyber Security Centre (part of GCHQ) provides guidance on how organisations can protect 
themselves in Cyberspace, including the 10 Steps to Cyber Security.

The guidance is designed for organisations looking 
to protect themselves in Cyberspace. The 10 Steps to 
Cyber Security was originally published in 2012 and 
is now used by the majority of the FTSE350.

Sentinel’s successful approach to Cyber Security 
starts with establishing an effective organisational 
risk management regime and the 9 steps 
surrounding it are illustrated below:

The Sentinel Platform adheres to the NCSC 10 steps to Cyber Security. It has been tested and has achieved 
Cyber Essentials Plus certification which tests all of the NCSC 10 Steps to Cyber Security controls.
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SET UP YOUR RISK 
MANAGEMENT REGIME

Assess the risks to your organisation’s information
and systems with the same vigour you would for
legal, regulatory, financial or operational risks. 

To achieve this, embed a Risk Management
Regime across your organisation,

supported by the board and
senior managers.

Secure configuration

Network Security

User education 
and awareness 

Malware prevention 

Removable 
media controls 

Managing
user privileges

Incident 
management

Home and 
mobile working

Monitoring

10 Steps to Cyber Security
Defining and communicating your Board’s Information Risk Regime is central to your
organisation’s overall cyber security strategy. The National Cyber Security Centre
recommends you review this regime – together with the nine associated security areas
described below, in order to protect your business against the majority of cyber attacks.

Establish effective management processes 
and limit the number of privileged accounts. 
Limit user privileges and monitor user activity. 
Control access to activity and audit logs.

Establish an incident response and disaster
recovery capability.

Test your incident management plans.

Provide specialist training.

Report criminal incidents to law enforcement.

Establish a monitoring strategy and produce
supporting policies. Continuously monitor all 
systems and networks. Analyse logs for 
unusual activity that could indicate an attack.

Develop a mobile working policy and train 
staff to adhere to it. Apply the secure baseline
and build to all devices. Protect data both in 
transit and at rest.

Protect your networks from attack.
Defend the network perimeter, filter out 

unauthorised access and malicious content. 
Monitorand test security controls.

Produce user security policies covering 
acceptable and secure use of your systems. 

Include in staff training.
Maintain awareness of cyber risks.

Produce relevant policies and establish anti- 
malware defences across your organisation.

Produce a policy to control all access to
removable media. Limit media types and use. 

Scan all media for malware before importing
onto the corporate system.

Apply security patches and ensure the secure 
configuration of all systems is maintained.

Create a system inventory and define a
baseline build for all devices.

NCSC Guidance
NCSC’s guidance is aimed at helping UK government departments, agencies, the critical national 
infrastructure and its supply chains protect their information and systems. 

The guidance has relevance for local government and the wider public sector and is ideal for Sentinel; to 
deliver secure services SCC utilises its relationship with NCSC and the information within these guidance 
documents to design and maintain it services to industry standards.

https://www.ncsc.gov.uk/index/guidance
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ISO 22301:2012

https://www.bsigroup.com/en-GB/iso-22301-
business-continuity/

The Sentinel Services are certified to ISO 22301:2012 
Business Continuity. This framework helps SCC to 
plan, establish, implement, operate, monitor, review, 
maintain and continually improve a documented 
management system. 

This is to protect against, reduce the likelihood of 
occurrence, prepare for, respond to and recover from 
disruptive incidents when they arise.

ISO 20000-1:2011

https://www.bsigroup.com/en-GB/iso-20000-it-
service-management/

The Sentinel Services are certified to ISO 20000:2011 
IT Service Management. 

This framework helps SCC develop IT services that 
are driven by and support business objectives, 
integrate people, processes and technology to 
support business goals and put  in place controls to 
measure and maintain consistent levels of service in 
line with ITIL.   

ISO 9001:2015

https://www.bsigroup.com/en-GB/iso-9001-quality-
management/

The Sentinel Services are certified to ISO 9001:2015 
Quality Management.

This framework helps SCC to continually monitor 
and manage quality across the business and identify 
areas for improvement.

International Organisation for Standardisation

The ISO is an independent, non-governmental international organisation that brings together experts to 
share knowledge and develop International Standards that support specifications for products, services  
and systems, to ensure quality, safety and efficiency. SCC and the Sentinel offering are certified to a 
relevant ISO standard for the services we offer.

https://www.iso.org
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GPG 13 Protective Monitoring for HMG ICT Systems

Protective Monitoring is a set of business processes, 
with essential support technology, that is in place 
in order to oversee how ICT systems are used (or 
abused) and to assure user accountability for their 
use of ICT facilities. Protective Monitoring provides    
a means of treating risks. 

The GPG13 appendix catalogues the types of data 
that can be collected to support the 12 Protective 
Monitoring Controls (PMCs) and the potential sources 
from which it can be gathered. 

The PMCs provide coverage of all technical 
compromise methods to which a system may be 
vulnerable. There is also a useful applicability matrix 
of compromise methods covered by each PMC, and a 
detailed definition of each control.

The Sentinel environment is monitored by a central 
Security Information Event and Management (SIEM) 
solution operated by a dedicated Information Security 
Operations team. The solution collates and alerts in 
accordance to GPG13 requirements for any customer 
that subscribes to the Protective Monitoring Service.

In order for the Sentinel Multi tenanted cloud platform to be compliant with GPG 13 it requires and utilises 
a protective monitoring policy to ensure system administrators know exactly what’s happening on their 
networks and are alerted in real time if anything suspicious occurs. 

• PMC1 :Accurate time in logs.

• PMC2 : Recording business traffic crossing a 
boundary.

• PMC3 : Recording suspicious activity at the 
boundary.

• PMC4 : Recording on internal workstation, server      
or device status.

• PCM5 : Recordings relating to suspicious internal 
network activity.

• PMC6 : Recordings relating to network 
connectivity.

• PMC7 : Recording on session activity by user    
and workstation.

• PMC8 : Recording on backup status.

• PMC9 : Alerting critical events.

• PMC10 : Reporting on the status of the audit 
system.

• PMC11 : Production of sanitised and statistical 
management reports.

• PMC12 : Providing a legal framework for 
protective monitoring activities.

These controls ensure system user accountability by tracking exceptions to policy and reporting other 
suspicious activity and align to ISO 27001:2013.

To meet the baseline control  for GPG 13 Category B (deter) the following PMC’s are implemented:
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Security Controls Assured through Audits

SCC’s solutions are regularly audited, both internally and externally, for compliance with the following 
industry recognised standards for Information Security, Quality and Service Management.

ISO
27001

ISO 
22301

Cyber
Essentials 

Plus

CAS S PSN

Risk Management   

Security and Privacy Policies   

Personnel Security   

Asset Management    

Logical Access Control   

Cryptography  

Physical Security  

Security Event Logging and Monitoring   

Vulnerability Management   

Network and Communication Security   

Malware Protection   

Disaster Recovery  

Business Continuity  

System Acquisition and Maintenance 

Secure Development 

Supplier Management  

Incident Management 

Legal and Contractual Compliance  

Information Classification, Handling and 
Disposal

 



9

Why Sentinel by SCC?

SECURITY
Security and protecting your data is at 
the heart of what we do. Our services 
are compliant with the Public Sector 
Network (PSN) and certified to OFFICIAL 
/ OFFICIAL SENSITIVE level. Sentinel by 
SCC also provides further security by 
adhering to the five technical controls 
recommended by the Governments 
Cyber Essentials Plus Scheme. Sentinel 
by SCC is certified to ISO 27001:2013, 
this framework enables us to manage 
and protect our client’s data and assets 
so they remain safe and secure.

FASTER CONTRACT MOBILISATION
Sentinel by SCC allows you to move to 
and utilise straight ‘out of the box’ UK 
Government certified Cloud services, 
circumventing resource and capital 
intensive pre ‘go-live’ activities our 
services can dramatically reduce 
your procurement and deployment 
timescales with up to 50% reduction in 
your contract mobilisation. Services can 
be contracted, ordered and set-up in 
hours or days rather than months.

CREDIBILITY
In 2012 Sentinel by SCC became the first  
Pan-Government certified secure cloud 
IT services provider, amongst others, our 
clients include the Ministry of Defence, 
Ministry of Justice, The Home Office, HM 
Passport office, NHS England and the 
Civil Aviation Authority.

SCC is the largest independent IT 
services provider in Europe and we are 
proud to have been helping businesses 
survive and thrive in an ever changing 
digital world since 1975.

SOVEREIGNTY
Sentinel by SCC’s services are all 
managed and maintained within our 
award winning UK data centres with all 
of our Sentinel staff being UK based and 
SC cleared.

COST EFFECTIVE SERVICES MODEL            
Our services are based on a forecastable 
operational expenditure model which 
allows you to flex your services both 
up and down. No heavy up front Capex 
simple ‘pay as your grow/shrink’ 
charges, pay only for what you use.

SERVICE AND SUPPORT
Sentinel by SCC’s services are 
underpinned by strict service level 
agreements and are managed 24x7x365. 

Your services will be supported by a 
dedicated Service Manager who will  
also be your main point of contact.

CAPABILITY
As the longest established                  
Pan-Government certified secure cloud 
IT Services provider, SCC has a wealth  
of experience. 

Our OFFICIAL/ OFFICIAL SENSITIVE 
managed services include; Exchange 
as a service, database as a service, 
managed desktop, secure file sharing 
and collaboration, infrastructure as a 
service, mobility and secure managed 
print. Our services are connected to 
official UK Government networks.
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Digital Marketplace: Sentinel by SCC Cloud Service Offerings

Sentinel Services currently provide the services listed on the G-Cloud page on the UK Government Digital 
Marketplace: https://www.digitalmarketplace.service.gov.uk

https://www.digitalmarketplace.service.gov.uk/g-
cloud/services/669097066660656

https://www.digitalmarketplace.service.gov.uk/g-
cloud/services/816189807769438

https://www.digitalmarketplace.service.gov.uk/g-
cloud/services/978254959920736

https://www.digitalmarketplace.service.gov.uk/g-
cloud/services/872987588605932

https://www.digitalmarketplace.service.gov.uk/g-
cloud/services/651566466029716

https://www.digitalmarketplace.service.gov.uk/g-
cloud/services/245608871969272

https://www.digitalmarketplace.service.gov.uk/g-
cloud/services/480392410246905

Infrastructure as a Service

(SRV_011)

Sentinel - E-mail as a Service

(SRV_0318)

Sentinel - Remote Access Service

(SRV_0246)

IOS Mobile Device Management as a Service

(SRV_0247)

Sentinel - Hosted Desktop (VDI) as a Service

(SRV_0319)

Sentinel – Skype for Business

(SRV_0426)

SCC Cyber Security Intelligence Service

Sentinel – Managed Desktop as a Service

(SRV_0345)

https://www.digitalmarketplace.service.gov.uk/g-
cloud/services/690471230778632

https://www.digitalmarketplace.service.gov.uk/g-
cloud/services/473710329305908

https://www.digitalmarketplace.service.gov.uk/g-
cloud/services/470813394430487



11

Secure Multi-Tenancy Cloud Platform
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