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—verywnere, around the
world, the workforce is
on the move.

| N T RO D U CT | O N In a Lenovo survey of 4,640 organizations,

77% of respondents agreed that use of mo-
bile devices in the workplace is important to
achieving strategic objectives.! Meanwhile,
38% of workers feel most productive when
working from home, according to Salesforce.?
And IDC expects that the U.S. mobile worker
population will account for nearly three
gquarters of the total U.S. workforce by 2020,
surpassing 105 million workers.®

The mobile workforce in
the US. will account for
nearly /5% of the total
workforce by 20207
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In response, today’s organizations are investing heavily in

mobile tools and infrastructure—even if their mobile strategy
is not fully developed. Policies often differ between depart-
ments. And while some employees demand consumer-grade
devices, others clamor for performance, and IT just wants

devices that are secure, easy to use and maintain.

So, how can your organization balance the mobility needs of
end users and the needs of IT? How do you build the right
mobile strategy for your entire organization?

In this eBook, you’ll learn how everything in your mobile
ecosystem is interconnected—just like the parts of the human
body. To stay fit, you need a holistic strategy that addresses
all parts of the system, working together, in perfect harmony.

MOVING TO MOBILE

Percentage of enterprises that plan
to enhance their mobility capabilities
during the next three years.”

A43%

Almost half believe they can become
leaders in their industries by adopting
innovative mobility solutions.”
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Today’s mobile devices are more powerful and capable
than ever. Processors are also more powerful and energy
efficient, and now there are very few programs that a
high-performance laptop can’t run effectively.

That’s good, because for laptop users, it all starts with
performance. That’s the brains of your mobile ecosystem,
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because without the power—without the brain—the whole
ecosystem is just a pretty face with not much behind it.

Employees are doing so much work on them that in many
cases, laptops have replaced the desktop. That’s why lap-
tops need to have enough horsepower to enable employees
to work all day, no matter what programs they need to use.
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Key elements for healthy
mobile performance’
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Dual-core processors, particular-
ly the Intel Core i3/i5/i7 series or
AMD E-series and A-series APUs.
Quad-core processers are available
for more strenuous applications.

At least 4 GB of RAM. Consider
8 GB of memory for graphics-
intensive users and those
designing spreadsheets.

A 500 GB to 1 TB hard drive offers
plenty of space for critical data. For
maximum performance, solid-state
drives (SSDs) are also available. A
high-speed USB port also enables
users to conveniently connect
external storage.

» High-resolution LCD screens with
1,920-by-1,080 display with In-
Plane Switching (IPS) technology.

* Dual-band Wi-Fi for flexibility.
Remember Wi-Fi signal recep-
f N tion depends on how well the
/.- .\ laptop is engineered. An Ether-
m e
net connection is also handy for

those rare times when Wi-Fi is
not an option.

\\ e Long-lasting batteries. This way,

Y mobile devices can be up and
& running for as long as users

need them.
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On top of that, a laptop is stolen every 53 seconds, and one
in ten laptops are stolen or lost over the device’s lifetime.”
According to Lenovo, 60% of lost or stolen smartphones
contain one or more of the following types of sensitive data,
which are then vulnerable to non-authorized access:”

» Contact list

* Emails

* Internet credentials

* Security codes and settings
* Productivity apps

* Mobile payments

What are the risks? A Forrester Research report found that
30% of SMBs and enterprises had experienced at least one
security breach due to the use of a mobile device.®

That’s where security solutions—the eyes, ears and nose of
your mobile ecosystem—come in, keeping the senses alert to
an intrusion.

Combining the right security policies with employee training
can help organizations keep their data safe. Finding the
right mix of devices also plays a key role in minimizing the
potential for security breaches and loss of data, while easing
the manageability burden on IT.

COMMON SECURITY THREATS®
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Lost or stolen devices

Malicious apps

Unencrypted corporate
data sent over public Wi-Fi
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of organizations surveyed believed
that mobile devices present a
“serious” set of risks with respect
to physical/data security!

10 tips for securing your
company’s sensitive data’

1. Set passwords and auto-lock pro-
tection, and disable auto-complete.

2. Use two-factor authentication, such
as fingerprint biometrics, to safe-
guard access.

3. Ensure all users encrypt data as a
matter of habit.

4. Invest in anti-virus software—and
keep it up-to-date.

5. Add remote wipe and location tools.

@

6. Back up mobile devices regularly.

Store documents in the cloud—and
off devices—as often as possible.

Create a whitelist of approved apps and
carefully monitor anything downloaded.

Set clear policies on which devices are
permitted and which are not.

10. Discourage the use of unknown or

untrusted wireless.
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You need flexibility in your mobile ecosystem, just like the
muscles and joints in your body, to adapt to a wide range of
user needs. The increasing demand (and necessity) for users
to access information through any device, anywhere, anytime
is driving a shift in workplace infrastructure.

Employers are happy to accommodate a flexible workplace
experience because they recognize flexibility not only
improves productivity, but also enhances the organization’s
ability to respond to customer needs faster, compete in the
marketplace—not to mention save money on office space
and equipment.

N

For IT pros, this flexible work environment is evolving
workplace technology. Bring-your-own-device (BYOD),
bring-your-own-apps (BYOA), and cloud computing are
molding a new, virtual workplace, increasing the need for
collaboration and teamwork options.

Forward-thinking organizations tailor IT support to the
unigue needs of the end user, providing self-service support
and innovative automation tools to help foster self-suffi-
ciency." Plus, by offering flexible choices in mobile devices,
IT can also help encourage adoption of approved technology.

Nearly 75%

of MBA survey respondents
believe work will mostly take
place from remote locations by
2050. According to the 1 Million
for Work Flexibility movement,
flex work may be so prevalent
In just 10 years that the term
will be redundant.”©
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COMMON WORKPLACE FLEXIBILITY OPTIONS™
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Telework on an ad-hoc basis Flex time Part-time schedules
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How to add more flexibility
into your workspace”

Place a premium on accountability and Keep information flowing. Set up a system
work-life integration. A for sharing information and documents.
Hire employees who are suited to work Educate remote employees about security
virtually. Some people aren’t, such as threats and how to stay safe.

those who require the social benefits
of office settings.

Provide tools that enable employees to
connect visually, vocally, and interactively.
Employees who chat for 15 minutes with
colleagues can gain a 20% boost

in performance.
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Connectivity provides the beating heart and linked nervous
system of your mobile ecosystem by allowing users to work
together no matter where they are. If workers with compat-
ible jobs worked from home just half the time—about the
national average for those who do so regularly—the savings
would be over $700 billion a year nationally.”®
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Connectivity demands continue to grow, and it’'s moving
beyond simple mobile devices. Today’s IT professionals
increasingly have to account for network traffic from
Internet of Things (IoT) devices, which can consume the
bandwidth needed for mobile workers.

Regular working from home,

among the non-self-employed
population, has grown by 103%
since 2005.°

3.7 million employees now work
from home at least half the time.®
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By 2020, the number of =N N =N =N N
connected “things” is — L N Y o o O
expected to reach 25 billion.* e e e

m
=1 billion connected “things”

loT DEVICES ARE ABOUT TO SURPASS MOBILE PHONES
AS THE LARGEST CATEGORY OF CONNECTED DEVICES.?
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15 28 CAGR
billion billion 2015-2021

[] cellular ot 0.4 1.5 27%
1 Non-cellular IoT 4.2 14.2 22%
PC/laptop/tablet 1.7 1.8 1%
Mobile phones 7.1 8.6 3%
Fixed phones 1.3 1.4 0%
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For IT professionals, this connectivity is increasing demand
for capacity. Data-intensive devices are driving wireless
throughput requirements upward at an alarming rate, putting
a massive strain on networks that don’t have the ability to

cope with the increased data.
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By re-evaluating network architecture, IT professionals can
position their organizations for long-term connectivity. Keep-
ing up with the latest innovations, of course, is key, but so is
exploring platforms that allow for evolution of your network.
That’s the best way to find the most flexible and cost-effective
infrastructure for not just now, but also the future.

N
S

Tips for ensuring your mobile
ecosystem stays connected”

16

* Be ready to manage a variety of mobile devices.
Consider deploying a solution that can identify
and track all mobile devices accessing your
corporate network.

¢ Upgrade your corporate network. As you enhance
your mobility program, consider using software-
defined networking to provide more elastic scaling
of resources to meet increased demand.

e Secure corporate data. You should provide secure
remote access to your employees without damaging
corporate networks and data.

¢ Deal with a single vendor. An end-to-end solution
from a single supplier can streamline the mobile
procurement process.
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What good is your mobile ecosystem without the durability
to keep it working—without the lungs to push the technology
through? Many consumer-grade devices aren’t designed for use
in work environments, and the hardware fails more often.

According to a 2015 study from Kyocera Communications
Inc., each device failure can cost an organization 170 to
200 minutes in lost productivity and internal support.’®

Ensuring military-grade durability in mobile computers
demands every component be designed and selected for
exceptional endurance. And it’s essential to ensure that rugge-
dizing doesn’t compromise ergonomics.”®
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Five considerations for choosing
a durable mobile device™

Features including:

« AMOLED displays to provide faster
refresh rate than LED displays and
consume less power

¢ CPU speed and processing power

* Drop specifications

Warranties. Research what the device
warranties are, how they work, and what
the normal lead times are for repair/up-
grade. Knowing that information upfront
can save money during the life of your
organization’s devices.

18

Quality. What certifications do the devices
hold? The level of punishment a device can
withstand will be determined by industry
testing standards and certifications.

¢ Make sure the IP rating is at least
IP65 and the drop test specification
achieves a MIL Spec 810G rating.

Battery life. One or more 2500 mAH (or
larger) battery would allow the device to
work all day long on just one charge.

Operating system. Windows is a great fit
for enabling your employees to use the
latest productivity apps on the go.
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CONCLUSION

Today’s workforce relies on a healthy mobile
ecosystem—and that’s not changing. Mobility
is making workforces more flexible, better
connected with each other and clients, and
more productive.

This ecosystem is just like a body: It requires
regular maintenance, a good scrub once in a
while, and protection from outside elements.
By understanding the issues facing your

mobile ecosystem and the different ways

you can improve its health, IT professionals
can extend the life of the body that is your
mobile ecosystem.

Continuing our long history of uncompro-
mised innovation, the Lenovo ThinkPad X1
family—the ThinkPad X1 Carbon, ThinkPad X1
Yoga, and ThinkPad X1 Tablet—offer all the
essentials for the mobile workforce, including:

* High-performance processors
» Ultra-portable, durable designs
* Long battery life
* Premium displays
* Full PC connectivity
And with their legendary ThinkPad per-

formance, your users sacrifice nothing in
return for ultra mobility.

LEARN MORE

Intel® Core™ i7 processor. Intel Inside®.
Powerful Productivity Outside.
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