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1 Introduction to Exchange as a Service 

Sentinel hosted Exchange is a business class messaging service. It provides you hosted email as well 

as allowing you to share calendars and book meeting rooms.  

Delivered as a fully managed solution with 24/7 support, you will never have to worry about the security, 

integrity or delivery of your email again. With a guaranteed service level and predictable monthly costs, 

you can experience significantly lower Total Cost of Ownership for your messaging and collaboration 

needs. 

Highlights 

The Sentinel Exchange as a Service Offering includes the following: 

 Provisioned from fully accredited cloud infrastructure 

 PSN Accredited Email Service 

 Private Government “Community Cloud” Offering 

 Employees can communicate with colleagues in real-time from virtually anywhere 

 Email access anywhere, anytime 

 Collaboration with shared contacts, calendar, tasks and notes 

 Based on an enterprise level messaging platform 

 Optional archive capability 

 Gives departments more options by allowing them to work wherever suits them best 

 24/7 expert support from qualified individuals, available to both administrators and users 

 Fully GPG 13 Compliant (DETER) Service  
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2 Service Definition 

2.1 Functionality & Features - Email 

Features  

Mailbox Size 5GB 

Fully secure MAPI access via SSL using Outlook Anywhere  

(RPC over HTTPS) 
 

Outlook Web App 2010 (OWA) via SSL  

Access to Global Address List (GAL)  

Full offline working with Cached Exchange Mode, Online and 

Offline Address Book 
 

Mobile email access – iPhone Optional* 

Anti-spam and Antivirus protection  

Personal Calendars, Contacts, Folders and Tasks  

Shared Calendars, Contacts, Folders and Tasks   

Group scheduling and meeting planning  

Administrator support  

Migration and set-up services Optional* 

Send/Receive Encrypted email Optional* 

(Optional* – Additional Service Fees) 

SCC’s Sentinel platform is housed within its Tier 3+ UK data centres delivering resiliency at all levels of 

the infrastructure, providing a stable, reliable infrastructure platform.  

This service is deployed in a highly available, no single point of failure configuration. The service also 

makes use of SCC’s secondary Data Centre as a cold standby facility in the event of a disaster recovery 

scenario. 

Infrastructures Option Availability SLA 

Dual Site 99.95% 
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2.2 Functionality & Features – Email Archive 

Features  

Archive Size 5GB 

Fully integrated web services folder within Outlook client  

Mobile archive access – iOS application 

Browser based access for users 

Copies email in real-time  

Email and Attachment Indexed prior to storage 

Simple & Fuzzy Search  

De-Duplication  

PST Importer 

Stores BCC information  

MD5 Hash calculated and stored  

Privilege Access Logged   

Privilege Access Log sent to Data Guardian  

Self-Service with three User Levels  

Migration Services Optional* 

2.3 Mailbox Administration 

Mailbox administration is provided through the web based self care control panel. Functionality available 

to customer includes: 

 Create/modify/delete the following Exchange enabled items: 

o Users, Rooms, Equipment, Contacts, Distribution Groups 

 Manage Mailbox Size 

 Permissions modification: 

o Send As, Send On Behalf, Full Permissions 

 Create external contact and forward email 

 Add Alias 

 Using Excel templates – mass import of users or creation of users 

2.4 Access Methods 

Connection to the Sentinel Hosted Exchange service is made via the PSN. Internet access is available 

via SCC’s RAS service, and via SCC’s separate iOS Mobile Device Management service. 

The supported access methods include: 
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Full Client 

 Microsoft Office Outlook 2007 SP3 (with November 2012 Public Update) or later  

 Microsoft Office Outlook 2010 SP1 (with November 2012 Public Update) or later 

 Microsoft Office Outlook 2013 

 Outlook 2011 for Mac 

Browser Support 

To use the complete set of features available in Outlook Web App and the Web management interface, 

you can use the following browsers: 

 Internet Explorer 8 and later versions 

 Firefox 12 and later versions 

 Chrome 18 and later versions 

 Safari 5.0 and later versions 

If you use a Web browser that doesn’t support the full feature set, Outlook Web App will open in the 

light version.  

The light version of Outlook Web App:  

 Provides fewer features and is faster for some operations  

 Can be used with almost any browser and has the same features across all browsers 

 Is optimised for accessibility, such as for blind users or those with low vision 

2.5 Service Add-On Options 

The following chargeable service add-ons are available for the Sentinel Exchange service: 

Application Mailbox 

We are also able to offer mailboxes aligned to applications. For example where applications have to 

retrieve mail that is sent into the system by either ‘the citizen’ or by other consumers across government.  

Migration and Set-Up Services 

Our dedicated migration team will help move your mail efficiently and seamlessly to our secure cloud 

platform, allowing you to immediately benefit from the savings that moving your IT services to the cloud 

can bring. 

Mobile Email Access 

This service is the one-stop, no-compromise, wireless email solution that allows users to stay connected 

with access to email, phone, web and organiser features on the go. Customers can choose between 

iOS devices, iPhone and iPad. Please see our separate Mobility as a Service description for more 

details. 
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Encrypted Mail 

Brings all the convenience and benefits of a point-to-point solution (email actually ends up in the 

recipients email inbox, rather than a web interface logon) without the complexity of the legacy 

technologies. 

2.6 Service Management 

The service incorporates a number of Service Management items as part of the package. These include 

but are not limited to escalations, change management, new service requirements, road mapping and 

future proofing, and risk and issue management. When this service is taken with any other SCC Sentinel 

services then the service management is combined to provide a seamless and consistent service to the 

customer. 

SCC is able to provide optional Service Management items as requested by the customer. These 

management items could include service reports, service reviews – either on the phone or face-to-face, 

customer CAB participation, continual service improvement program, account communication beyond 

that of the account manager, and committed Service Delivery Manager days for other customer 

requirements. All these optional processes, activities and tasks would be provided at an additional cost. 
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3 Differentiators 

SCC was the first pan-Government accredited provider of a G-Cloud platform. We have experience and 

capability across all cloud types (private, hybrid, community and public), combined with Information 

Assurance services that will help support PSN compliance. Potential customers can be assured that 

our maturity in providing Cloud based services differentiates SCC from a number of other SaaS cloud 

providers within the Digital Marketplace. Some differentiators include: 

 Accredited – the entire platform inclusive of hardware, software and network is PSN 

accredited for a multi-tenanted environment and we are an accredited PSN Service Provider 

(PSNSP). This means that the environment: 

− Offers a re-usable accreditation ensuring that a customer’s own internal security 

approvals process is significantly reduced 

− Greatly reduces risk 

− Ensures full compliance and assurance of the service according to the code of 

connections mandated by the PSN Authority for PSNSPs 

 Quality – Quality and continuous improvement are integral to our business strategy and we 

continually improve our processes, systems, procedures and people. Our services are 

underpinned by certification for process and procedures (ISO 9001), environment (ISO 

14001), security (ISO 27001), ITIL (ISO 20000), and health and safety (OHSAS 18001) 

 Managed – the tenancy can be fully managed, reducing the burden on your organisations 

own internal IT staff meaning that the uptime availability provision is leveraged to ensure any 

failures are handled appropriately and in accordance with agreed procedures. This leaves a 

customer’s own IT teams to concentrate on their core services and not worry about the 

underpinning infrastructure 

 UK Sovereignty – UK Data Centres and therefore not subject to Off Shoring or Near Shoring 

restrictions 

 Network Operation Centre (NOC) – Allows us to provide, configure, manage and maintain a 

new environment or provide cost effective enhancements for an existing solution 

 Security Operation Centre (SOC) – Where we monitor, assess and protect customers’ 

enterprise information systems 

 Owned Infrastructure – Infrastructure fully owned and managed by SCC utilising internal 

Security Cleared resources, meaning that as Prime Contractor we are accountable for the 

contract and not reliant on 3rd parties 

 Network Connectivity – Ability to connect to the Sentinel platform via the Internet and the 

PSN Government Networks 

 24x7 Support – SCC employed UK based, Security Cleared, Cloud engineers available 24x7 

 ITIL Aligned Service – SCC’s Service Management tools and service are fully aligned to ITIL 

and are certified to ISO 20000 – including Incident, Change, and Problem Management 

 Financial stability – A privately owned multi-billion pound organisation, SCC has many years 

of financial stability and investment capabilities that will ensure continuity of service 

throughout the life of the engagement with your organisation 
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 Greening Government experience and credentials – SCC is leading the way in responding 

to the Governments Greening ICT strategy and sustainable procurement agenda, by adopting 

CAESER (Corporate Assessment of Economic, Social and Environmental Responsibility), an 

online toolkit which helps companies to demonstrate a commitment to society and the 

environment 
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4 Commercials 

4.1 Exchange Pricing 

The following table provides the pricing for the Exchange as a Service offering (per month): 

Service Price 

Exchange as a Service £7.50 per user 

Email Archive £11.00 per user 

 

Additional Services Price 

Application Mailbox £7.50 per mailbox 

Migration & Set-Up Services POA 

Mobile Email Access 
POA 

Please see our Mobility Service 

Encrypted Mail £20.00 per user per month 
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5 Information Assurance 

Sentinel has achieved PSN Accreditation for systems at OFFICIAL. The service has also been 

implemented with the following security features: 

 Suitable for OFFICIAL assets under the GSC (Government Security Classifications) Policy 

 PGA accredited Inter-Domain Gateway – designed to facilitate assured connectivity between 
higher security domains and lower security domains or for organisations that wish to move 
more sensitive data assets at OFFICIAL (including the OFFICIAL Sensitive caveat) 

 SCC also holds an ISO27001 certification which underpins our business operations and 
Cloud Platform 

 All data centres are highly resilient Tier3+ and UK based 

 SCC is a registered sponsor with the Defence Business Services National Security Vetting 
(DBS NSV) which enables us to sponsor and administer the applications of Security Check 
(SC) and also Developed Vetting (DV) with the appropriate sponsorship from a customer 

 As a minimum, all staff are cleared to Baseline Personnel Security Standard (BPSS) 

 In excess of 800 staff are Security Cleared and based in the UK 

 Protective Monitoring (aligned with GPG13 - DETER) across all Sentinel platforms at the 
hypervisor layer and below 
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6 Service Levels 

The Services shall be provided by SCC in accordance with the following Service Levels: 

 EaaS  

Service Availability (Dual 

Site) SLA 
99.95% 

Service Availability 24 Hours 

Incident and Problem 

Management Levels 
1 - 4 

The following table provides a maximum time before a response to an incident is provided by Incident 

management: 

Priority-(Severity) Target Response Support Hours 

1 - (Critical) 30 mins 24/7 

2 - (High) 60 mins 8am – 6pm 

3 – (Medium) 4 Hours 8am – 6pm 

4 - (Low) 72 Hours 8am – 6pm 

 

Priority (Severity) Description 

1 - (Critical) An incident which involves service not available or a serious mal-

function of the service with impact on Sentinel’s direct delivery to 

single or multiple customers 

 Total loss of service to all users and no work-around 
available 

 Loss of functionality resulting in Sentinel Customer 
users/workgroups being unable to continue with normal 
business processing 

 Unavailability of one or more supported services 

 Sentinel down 

2 - (High) An incident which involves service not available with impact on 

Sentinel’s single or multiple customers or a serious mal-function of 

the service with potential impact on Sentinel’s direct delivery to 

customers 

Partial loss of service and work-around available 

 Loss of functionality which severely impedes all or some 
Sentinel services 

 Customers’ users/workgroups being able to continue with 
normal business processing 

 Partial loss of availability of one or more supported service 
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Priority (Severity) Description 

3 – (Medium) An incident that involves degradation or risk to quality of service with 

impact on one or more Sentinel customers 

 Issue not impeding Sentinel customers’  users/workgroups 
from being able to continue with normal business 
processing 

 Potential to cause more serious issue if not investigated and 
addressed 

4 - (Low) An incident for which the final resolution is outside the control of 

Sentinel and Sentinel has used all reasonable endeavours to 

mitigate the impact of the incident to the Customer.  Sentinel shall 

advise the Customer of the likely resolution date and shall notify 

progress against this date. 

General Service related questions and requests for information. 
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7 Additional Information 

7.1 Service Constraints 

The service shall be allocated a maintenance window between the hours of 23:00 and 06:00 and the 

window shall be allocated during service initiation.  

The service shall be Change Managed in accordance with SCC change schedules. Change boards will 

sit weekly and changes shall be carried out during the subsequent change window.  

Configuration changes that cause a reboot/downtime but are deemed urgent shall not impact Availability 

metrics, SLAs and the associated charging mechanism. 

SCC will not provide any application or middleware level support as part of the service offerings 

described within this agreement.  

Exclusions 

SCC will provide support for all aspects of the solution as defined within scope of the service. The 

Service Levels Agreements (SLAs) will measure SCC’s success in the delivery of those services.  

Where external factors influence SCC’s ability to deliver against the contractual defined Service then 

SCC will not be liable for failure to meet the associated SLAs. These include but are not limited to the 

following circumstances: 

 3rd Parties, not engaged by SCC, fail to deliver services in accordance with their contractual 

commitments 

 3rd Parties use of the Sentinel environment outside recommended best practice 

 Where customer requested configuration changes cause application downtime 

 Application Configuration causes service instability 

Any materials and labour provided in these circumstances will be subject to agreement of the parties in 

writing and;  

 Provided on a reasonable endeavours basis (i.e. outside of the Service Levels) unless agreed 

otherwise by SCC in writing, and 

 Charged as additional Ad-hoc Charges. 

7.2 Termination  

7.2.1 By Consumers (i.e. consumption) 

A G-Cloud service shall commence on the Effective Date and shall, unless specified otherwise in the 

Order Form, continue for the Initial Term and shall remain in force thereafter unless and until terminated 

by either Party giving to the other not less than 30 days written notice, but shall be subject to earlier 

termination as referenced within the Termination/Consequence of Termination section of the standard 

SCC G-Cloud terms and conditions. 
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7.2.2 By the Supplier (removal of the G-Cloud Service) 

A G-Cloud service shall commence on the Effective Date and shall, unless specified otherwise in the 

Order Form, continue for the Initial Term and shall remain in force thereafter unless and until terminated 

by either Party giving to the other not less than 30 days written notice, but shall be subject to earlier 

termination as referenced within the Termination/Consequence of Termination section of the standard 

SCC G-Cloud terms and conditions. 

7.3 Ordering and Invoicing Process 

SCC will provide ordering of G-Cloud services via an Account or Customer Service Manager.   

A list of G-Cloud services can be compiled with quotations for those specific services. Once the 

Customer is satisfied that the requirement is met, it can then be converted into an order.  

Once the services are enabled and confirmation of the ordered G-Cloud services is delivered to the 

Customer a monthly invoice in arrears will be generated against the order. 

Should the Customer’s usage of the Service increase or decrease from the contracted volumes during 

any period then this will be reflected in the next monthly invoice. 

7.4 Financial Recompense Model 

Service Credits 

1.1. Subject to Clause 1.3 below, in the event that SCC fails to meet the SLA Target for the applicable 

Service Level”, then the Service Credit mechanism in Clause 1.2 shall apply. 

1.2. SCC shall provide a rebate of 1% of the Monthly Charge for this Service, which is applicable over 

the Report Period for every 1% below the SLA Target to a maximum of 10 % rebate. The applicable 

Service Credit shall be deducted off the next invoice due to the Customer. 

1.3. Payment by SCC of Service Credits to the Customer shall be in full and final settlement of SCCs 

liability to the Customer for failure to meet the Service Levels during the Report Period.  

1.4. Service Levels will only be calculated against Service Availability and not against Application 

availability. Service penalties against the loss of Service availability will not include other machines or 

applications impacted by that loss. 

1.5. Service Credits will not be applied where it is determined that SCC is not responsible for the 

cause of the breach in Availability performance.  

7.5 Customer Responsibilities 

The customer responsibilities will be as follows: 

 To request all system restores via the service change process or via the service desk 

 To provide a Data Governance policy for the backup, restore and data retention of the 

Customer data incorporating policies for possible media handling, where required 
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 Procurement, maintenance and management of any Customer data communications lines not 

identified in the Technical Specification. This shall need to be properly defined and provided 

according to the appropriate code of connection 

 Provision, maintenance and management, as the case may be, of any Customers software, 

operating systems, applications and data 

 Administration, management and control of Users access to the data stored on the Exchange 

as a Service, Sentinel Infrastructure 

 Should SCC determine that the Customer’s usage of Exchange as a Service is not compliant 

with best practice guidelines, the Customer must comply with SCC's reasonable requests for 

change 

7.6 Training 

There is no training required with this Exchange as a Service. 

7.7 Trial Service  

SCC is happy to invite trial periods for this service. A minimum term of 1 month and a minimum of 10 

users are required to establish the trial. 
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For more information contact 

Kelvin Ayre 

gcloud@scc.com  

0121 766 7000 
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