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People do business. We make it work.

We make IT work

Sentinel Connect
A low cost, centrally managed remote access solution.  
A secure and lightweight way to access your Cloud resources.

Accessibility

Modern professionals are more mobile than ever before. 
Enabling them to access information anytime, anywhere 
not only maximises productivity and efficiency, but  
also creates a better work/life balance, increasing 
employee satisfaction. 

Smaller than a mobile phone, but with the power of a PC, 
SCC’s Sentinel Connect service is an innovative security 
solution that leverages new generation ‘system-on-chip’ 
technology to transform any monitor or TV into a secure 
work terminal.

In its on-premise form, the device is plugged directly 
into a monitor and, with keyboard, mouse and network 
connected, it becomes a secure personal thin client, with 
VDI resources accessed from the desktop via the pre-
installed VDI app.

Alternatively, to access your network resources remotely, 
whether from home, a hotel room or anywhere else, plug 
the device into a TV or PC monitor, connect a portable 
Bluetooth keyboard and mouse, activate WiFi, click on the 
VPN client app on the desktop to initiate the VPN, enter 
your credentials and then launch the VDI session.

Security 

•	 Employs government device guidance for handling 
official data, and Public Services Network (PSN) 
requirements for managed devices

•	 Runs with seamless user encryption which is 
protected by user authentication details (FIPS140-2)

•	 Includes boot partition, which is securely signed and 
verified for integrity each time the device is powered 
on, providing tamper resistance controls not normally 
found in thin clients

•	 Specific policies can be applied to each device to 
control access to USB, WiFi and Bluetooth if required 

•	 Features a management platform that collects  
full device audits, allowing for detailed reporting  
and analysis

Reduced Management for your organisation

SCC’s Sentinel Connect service is centrally managed by 
security cleared SCC personnel, 365 days per year, 24 
hours per day, meaning you do not require the technical 
skills or operational support that is often expensive to 
provide and maintain.

•	 A centralised MDM server and associated console 
provides comprehensive control of devices

•	 Password reset requests can be sent to the device 
via the MDM console 

•	 Should the device be lost or stolen a remote kill 
command may be sent from the MDM triggering a 
device wipe function to protect your assets

•	 Device configuration has been designed to be as 
simple as possible

•	 New OS updates and patches can be deployed  
to the device quickly and effectively via the  
MDM console.

Sentinel Pan-Government Accreditation

You have sensitive Public Sector data – Sentinel by  
SCC protects it. 

Sentinel is the longest established Pan-Government 
Accredited platform. The Sentinel Connect Service is 
built on this platform and therefore enables your users 
to securely access the sensitive Public Sector data that 
Sentinel was designed to protect.

The Sentinel platform also supports your wider 
Infrastructure-as-a-Service, Platform-as-a-Service and 
Software-as-a-Service needs to speed deployment of 
desired business outcomes.
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Based on Becrypt tVolution Mini, Sentinel Connect is a light weight operating system 
embedded onto a small, ultra portable computing device, providing a highly  
cost-effective secure thin client or managed remote access solution.
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Price Manageability

Sentinel Connect, via the SCC Sentinel Software-as-a-
Service (SaaS), provides an access Cloud model that 
guarantees you only pay for what you consume, while 
remaining confident that your devices and data are secure.

•	 Menu of Services

•	 SCC’s Sentinel Connect offers the following:

•	 VDI access 

•	 IKEv2 VPN over the Internet

•	 Access to Sentinel Email & File Services

•	 Secure Internet Browsing (via PSN)

•	 Access to PSN resources

•	 Optional smart-card 2 factor authentication

Award-winning Data Centres

The SaaS platform is housed in the UK within our 
protected, Tier 3+ Data Centres, which are trusted to  
help run our critical national infrastructure.

These data centres are connected to the main public 
sector networks to further facilitate cross collaboration  
and utilisation of applications within other G-Cloud  
service infrastructures.

A Trusted Partner

For 40 years, SCC has delivered IT solutions across  
the Public Sector and understands the unique  
pressures faced, as well as the risk mitigation  
strategies and deployment methodologies required  
to help organisations optimise and deliver the  
services they need.

SCC has been at the forefront of the Government’s new 
digital IT strategy and has been included on every iteration 
of the G-Cloud framework since its inception, as the first 
Pan Government Accredited Cloud provider.

Engaging with SCC’s specialist Cloud team, you will 
receive thought leadership and the knowledge and 
experience gained through all our engagements across the 
new disaggregated service approach being adopted by 
the Public Sector.

You can trust SCC to make IT work.

Further Information

To view our services on the Governments Digital 
Marketplace visit:  
www.digitalmarketplace.service.gov.uk 

Sentinel Connect: Overview

•	 Portable

•	 User friendly

•	 Connects directly to a monitor or TV

•	 Cost effective 

•	 Secure

•	 Meets PSN requirements

•	 Offers centralised device management

•	 Remote updating, patching and device lock

•	 Encrypted user environment

•	 Energy efficient


