
Assurance in the Cloud
Outsourcing Risk in a Shifting Landscape

The Evolving Landscape
The introduction of the Government Security Classification 
(GSC) Policy in April 2014 provided direction for Public Sector 
organisations, and suppliers of services to Public Sector 
organisations, with a 3-tiered approach to data labelling. This 
replaced the Government Protective Marking System (GPMS)

Under the new regime, public sector departments face three key 
challenges when selecting appropriate Cloud solutions:

Bridging the Credibility Gap following significant relaxations 
in the requirement for all providers to achieve PGA, uncertainties 
over their credibility could lead to protracted procurement 
processes that slow the implementation and effectiveness of  
new solutions. 

Disguised Complexity with a multitude of factors required to 
underpin a fit for purpose Cloud solution, identifying providers 
with all the components required to underwrite a robust 
assurance strategy can be challenging. 

Avoiding Supplier Lock many organisations are wary of being 
forced back by uncertainty into the failed model of contracting 
their requirements out to giant ICT services companies, leading 
to the deployment of overpriced, generic solutions that are not fit 
for purpose.

Information Assurance
SCC understand that change in any guise, brings with it 
challenges. SCC’s Sentinel platform maintains the PSN 
accredited approach to provide its consumers with the 
confidence that SCC’s environment is still, safe and secure,  
using products which have been evaluated against standards 
such as CPA.

SCC has built a wealth of experience helping public sector 
customers make sense of their approach to information 
assurance.

Secure by design, and built under CESG’s exhaustive scrutiny, 
SCC’s Sentinel platform has evolved to meet all of the challenges 
public sector organisations face when adopting the Cloud - 
offering a variety of solutions to the challenges posed by an 
increasingly flexible workforce.

Assurance Checklist

Working on Cloud solutions with leading public sector 
organisations across the public sector, SCC has learned that 
selecting effective and secure Cloud solutions relies upon 
answering a series of key strategic questions:

Are They Financially Secure? SCC has a 40-year history of 
financial stability, long term investment and steady year-on-year 
growth.

Are They Strategically Local? SCC’s data centres are UK 
owned, sited in Birmingham and Hampshire, and our help desk 
teams are UK-based and security cleared.

Are They Transparently Credible? Part of the G-Cloud 
framework since its inception, SCC already works with multiple 
public sector organisations across all government sectors, as well 
as suppliers to government.

Is Information Assurance Guaranteed? SCC’s expert in-
house services team has helped dozens of clients navigate the 
procurement process safely.

Are They Technically Superior? Secure by design, Sentinel 
by SCC’s service was built under the scrutiny of the CESG, 
measuring up to the latest available market standards.

Do They Have Broader Capability? As Europe’s largest 
independent technology solutions provider, SCC can provide 
clients with a full range of wrap-around IT services on demand.

Are They of Industry Leading Pedigree? Backed by multiple 
accreditations, SCC works with clients to ensure they retain 
power and control over their IT, providing flexible support on 
demand. Our clear pricing strategy enables organisations to 
consume services on a PAYG basis, avoiding expensive  
contract lock-ins.

Why SCC?
Already supporting thousands of public sector users, Sentinel 
by SCC has a Public Sector track record few can rival. We were 
the UK’s first Pan-Government Accredited Cloud provider, 
and because of that experience understand the unique 
needs, pressures, risk mitigation strategies and deployment 
methodologies required to help organisations optimise and 
deliver the services they need.

Whether it’s simple Email as a Service solutions or via large ICT 
outsource disaggregation projects, SCC has been proven time 
and time again as the credible choice.

Fundamental changes in the way Cloud services are approved have raised concerns 
over how to assess the credibility and security of new services.

b
y 

S
C

C

+ 44 (0)121 281 8618 www.scc.com/sentinel

http://www.scc.com
http://www.scc.com/sentinel
http://twitter.com/scc_uk?lang=en-gb
http://https://www.linkedin.com/company/4559?trk=tyah&trkInfo=clickedVertical%3Acompany%2CclickedEntityId%3A4559%2Cidx%3A3-1-8%2CtarId%3A1464256723845%2Ctas%3ASCC
http://www.youtube.com/user/SCCTVUK
mailto:sentinel.sales%40scc.com?subject=
http://www.scc.com/sentinel
http://twitter.com/scc_uk?lang=en-gb
http://www.linkedin.com/company/4559?trk=tyah&trkInfo=clickedVertical%3Acompany%2CclickedEntityId%3A4559%2Cidx%3A3-1-8%2CtarId%3A1464256723845%2Ctas%3ASCC
http://www.youtube.com/user/SCCTVUK

