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1 Introduction 

SCC’s IAP (Information Assurance Practice) covers all aspects of Information Security and sits within 

the hub of SCC’s core business giving advice and guidance to all areas of our Public Sector business 

as well as delivering, CLAS, CCP and CHECK services. 

The IAP delivered the first G-Cloud Platform, called Sentinel, which is accredited to Tier One of the 

Government Security Classification Policy through CESG’s CTAS scheme. This is SCC’s PGA (Pan 

Government Accreditor) Accredited GCF and PSN connected G-Cloud platform. 

The platform is suitable for use by local and central Government departments, Police and Health 

organisations as well as commercial organisations which have a Government sponsor. 

SCC Sentinel offers solutions for Tier One security requirements and gateways within them to enable 

digital delivery of services to Government and Citizens fully in line with UK Governments’ stated 

direction. 

With the Cabinet Office changes in ICT strategy and the onset of the PSN and G-Cloud, Public Sector 

organisations are looking to transform the way that they deliver their various Citizen services. They 

are now working in a more shared services environment whilst ensuring that security is not diminished 

using G-Cloud and PSN services. IA standards and guidelines have been issued which requires a 

level of compliance to maintain security assurance.  
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2 IA, CLAS Consulting and CHECK Testing 

CLAS (CESG Listed Advisor Scheme) is a scheme that allows Public Sector bodies to use approved 

and validated security consultants who understand HMG security process and policy and the way in 

which HMG accredits and secures its systems and networks.  SCC also has IA professionals who 

have completed IA disciplines in the CESG Certified Practitioner (CCP) schemes. 

SCC’ IAP also have IA Professionals who hold certifications in ISO 27001, PCI DSS and CISSP 

qualifications. 

CHECK is a qualification that allows Government departments and agencies to use approved and 

validated Security Testers who understand HMG security process and policy and the way in which 

HMG accredits and secures its systems and networks, they provide testing assurance of those 

network and systems. 

SCC IAP provides both CLAS and CHECK services for all Public Sector bodies. We have the 

experience and knowledge to guide, advise and deliver accreditation for our Public Sector customers.  

Even better, we have been through this process ourselves on numerous occasions and were the first 

Cloud provider to achieve accreditation for our own IaaS and SaaS offerings on the Cloud Store (now 

Digital Marketplace) against IL2 and IL3 of the legacy Government Protective Marking Scheme 

(GPMS). 
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3 Information Assurance 

Information Assurance describes the way that information is protected and classified.  There are 

currently three Tiers in the Government Security Classification Policy.  The new policy became 

effective from 02 Apr 2014, and replaced the GPMS.  This is to better reflect the 21st Century 

workplace that is more focused around Digital than Paper, and is utilised anytime anyplace and 

anywhere.   The current three Tiers are defined as below: 

 Tier One - OFFICIAL 

 Tier Two – SECRET 

 Tier Three – TOP SECRET 

Key to your accreditation application will be the selection of a Cloud hosting platform such as SCC’s 

Sentinel which has already achieved accreditation as an Infrastructure as a Service. This will also 

define the consultancy services required to aid the department in making Accreditation decisions. 
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4 Accreditation 

Accreditation is a term used by UK Government to describe the process of assurance for an IT 

system to ensure protection of the information held and processed by it. The requirements for 

information security, against which the process of accreditation is intended to give assurance, are set 

out in the Security Policy Framework (SPF) available to download from the Cabinet Office Web site. 

Accreditation is not only confined to the IT systems and services at the centre or the Data Centre 

services.  The purchasing organisation has to consider all aspects of the life of the information asset 

and therefore must include the users, their locations, the endpoint devices they use to access 

information and the communication channels they use to both access and transfer these assets 

between systems and partners.  Also within scope will be any individuals with privileged access to the 

systems including systems administrators, third party application providers and support organisations 

such as SCC. 

Sentinel has completed the assurance process to achieve Pan Government Accreditation as a  Multi-

Tenanted Platform, SCC also has an obligation to ensure a level of standardisation and security 

amongst its’ users.  This is to provide assurance that newly on-boarded Public Sector customers don’t 

pose a security risk to the platform and network and therefore our other G-Cloud users.  As SCC 

follows strict HMG Accreditation processes to assure the platform, network and the data stored within 

it, you can be confident that you are placing your information in the right hands. 

If you have not been through such a Security or Accreditation process before, this can be quite 

daunting and requires a level of experience and knowledge around Information Assurance that is 

typically not something many organisations have internally available.    

The types of Accreditation available: 

There are two types of accreditation that can be gained.  These suit different scenarios have different 

components to complete and offer different outcomes once achieved.  It is important that you are 

clear on your business aspirations with regard to your use of G-Cloud services so that you make the 

right choice.  The two types of Accreditation are ‘Departmental’ and ‘Pan Government’.  

 Departmental Accreditation 

This is provided by the accreditor of a particular Public Sector body and relates to the specific 

systems and services used by that department/agency and the associated information assets.  The 

risk appetite and threat assessment used to calculate the risk and treatment is based on the internal 

decisions of that department/agency and may not match the requirements of others.  SCC 

Departmental accreditation will be required for customers who wish to consume assured GCloud 

Service without the need to access PSN or its services.  

 Pan Government Accreditation 

This accreditation is provided by the PGA team at CESG.  The baseline is often higher than that 

required for Departmental accreditation as the threat assessment and risk appetite against which the 

process is completed is based on the expectation that the accreditation will be acceptable to multiple 

Public Sector organisations.  However, once achieved this means that the solution is able to be 

purchased by multiple organisations with limited further effort on their behalf. PSNA certification will 

be required by customers who wish to consume PSN services provided by SCC as a PSNSP. 
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5 Engaging with SCC and on boarding 
support 

Public Sector bodies wishing to utilise G-Cloud services will obviously need to consider Security 

Accreditation compliance requirements. Additionally, how will they meet the on-boarding requirements 

for the Pan Government Accredited platform they have selected?   

SCC has a clearly defined process to carry out these works, and the skills and experience to assist 

the Public Sector body on this journey.   You can either speak to your SCC Account Manager or 

register your interest on our web site which is on a hyper link from Digital Marketplace.  We will then 

contact you to arrange an initial meeting and work through our Customer Questionnaire and ISV On 

boarding processes to gather the required back ground information. 

Where a Departmental Accreditation is being sought, the on-boarding department will need to sign up 

to the Sentinel Code of Connection.  This is aligned to the Security Policy Framework and PSN code 

of Connection for Central Government and Local authorities, IGSoc for Health, PNN CoCo for Police, 

and relevant compliance requirement depending on which Government sector they sit within.  

If required, SCC’s IAP team can guide the Public Sector body on the accreditation journey, ensuring 

that the security requirements are fully understood and that there is a defined accreditation roadmap 

in place. 

The Information Assurance requirements vary between Departmental and Pan Government, and 

clearly some Public Sector bodies and ISV’s seeking to promote their offerings on a Software as a 

Service basis will feel they are capable of completing a number of the required elements.  

Consequently we have broken down our Information Assurance services into logical steps as below.  

(Please note the size, scope and complexity of the system to be accredited will affect the length of 

time the Accreditation takes, and therefore the amount of Days of CLAS Consultancy required): 
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6 Commercials 

Service Scope and Price 

Initial Sentinel Scoping 

Workshop 

After completion of SCC’s G-Cloud scoping questionnaire, 

the entry point to the for Sentinel engagement. 

The Customer can complete this component themselves or 

may wish to secure support from an experienced vendor 

such as SCC to ensure that the documentation is complete 

and correct to increase the likelihood of the application 

being deemed acceptable and being submitted to the Pan 

Governmental Accreditor. 

1 Day Workshop  

Price: £1114 + V.A.T. 

CLAS Services 

CLAS services can be provided to support Design 

validation, RMADS production, solution development, 

customer on-boarding activities, compliance alignment or 

general HMG Security Policy guidance. 

Days are dependent on the activities to be delivered 

Price from £1114 + V.A.T. 

CHECK Services Testing 

and IT Health Check 

A CHECK team leader provides Assurance Testing in the 

form of a Pen Test and Vulnerability Assessment to assure 

the infrastructure deployment. The CL performs an 

independent test against the defined Security Testing 

Scope. SCC also conducts G-Cloud software accreditation 

which tests the software build, coding, functionality and 

operating system.  

6 - 8 Days for an average Assurance ITHC (including 

retesting where required) 

Price from £1114 per day + V.A.T. 

RMADS (Risk 

Management 

Accreditation Document 

Set) Production 

Where required departments may require RMADS to be 

provided in support of their application and environment 

provisioning. SCC will produce the required security 

documentation to support the system being accredited by a 

departmental accreditor.  This should be commenced at the 

earliest opportunity within the lifecycle of the accreditation 

project.   

This service includes a project evaluation and overview, 

and an IAS1 risk assessment of the system based on the 

asset value and the potential threats to the system.  It 

defines the procedural, physical and technical controls 

required to mitigate or treat those risks, and designs the 

technical controls into the system and the 

procedural/physical controls into the business operations 

and deploy.  

It then defines a plan for the mitigation of new risks and 
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maintenance of the accreditation on an on-going basis.  

(Produces Residual Risk Statement).  A P.I.A. (Privacy 

Impact Assessment) may also be required if the information 

stored by the application contains quantities of personal 

data.  

Days dependent on the complexity of the environment and 

network, an independent Proposal will be provided on a 

case by case basis. 

Price from £1114 per day + V.A.T. 

Sentinel Accreditation 

Evidence Pack 

Collation and production of the ‘Accreditation Evidence 

Pack’ to be submitted to the Procuring department 

accreditor.   This must include: Sentinel Accreditation 

certificates, Sentinel Design Documents, TOE, ITHC, 

Residual Risk Statements, RMADS and the pre-requisite 

ISO 27001 Certificate and Statement of Applicability. All the 

relevant steps must be completed and documented before 

the collation of this pack. 

1 Day  

Price £1114 + V.A.T. 

Accreditation Lite – 

(Assurance of 

Departmental 

Accreditation) 

This service is for when the Public Sector body contracting 

to use the SCC Sentinel IaaS platform is carrying out its 

own accreditation programme.   The SCC IAP will provide 

liaison, advice and guidance to the Public Sector body on 

all HMG security matters and compliance requirements to 

allow on-boarding to Sentinel.  (As described in Section 5 of 

this document).  Where required, we can also provide a 

security case that covers reference to all relevant security 

documentation. 

Days dependent on environment, service or technical 

solution, connectivity etc. 

Price £1114 per day + V.A.T. 
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7 Appendix 1 – CHECK & CLAS 
ONBOARDING SERVICES 
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For more information contact 

Kelvin Ayre 

gcloud@scc.com  

0121 766 7000 

mailto:gcloud@scc.com

