
G-Cloud Remote 
Access Service
Access to Secure Cloud over the Internet

The trusted way to enable your mobile workforce
Seamless user experience when accessing marked data up to OFFICIAL or Business Impact 
Level 3 is a difficult thing to achieve when your IT services are hosted with a G-Cloud supplier. 
The SCC Remote Access Service (RAS) for Windows clients is fully managed, with a menu of 
optional services to deliver a secure device access service that provides a predictable pay-as-
you-need model.

Experience
Your users are more mobile than ever before. Users want 
to access information anytime, anywhere to maximise 
productivity and efficiency, achieving a better work/life 
balance and employee satisfaction.

However, access of public sector marked data up to OFFICIAL 
and Business Impact Level 3 (IL3) over unsecured networks 
has been restricted to only the specialised of use cases.

Security Guidelines
Government End User Device Guidance supports the use of 
mobile devices within government and the public sector for 
handling protectively marked data up to the OFFICIAL tier and 
Business Impact Level 3 (IL3).

This guideline means when deploying End User Devices 
your organisation will consider the following architectural 
guidelines:

•	 All data should be routed over a secure enterprise VPN to 
ensure the confidentiality and integrity of the traffic, and to 
benefit from enterprise protective monitoring solutions

•	 Arbitrary third-party application installation by users is not 
permitted on the device. 

•	 Most users should use accounts with no administrative 
privileges. It is recommended that local administrator 
accounts have a unique strong password per device

SCC’s RAS provides capabilities that include access to the 
cloud via Internet over a secure VPN and optional services 
for security policy deployment, secure device encryption, 
operating system build and deployment, anti-virus, and 
application and operating system patch deployment.

Reduced Management
SCC’s Remote Access Service is wholly managed by security 
cleared SCC personnel, 365 days per year, 24 hours per day, 
meaning you do not require the technical skills or operational 
support that is often expensive to provide and maintain.

Sentinel by SCC
You hold sensitive Public Sector data – Sentinel protects it. 

Sentinel is the most established Pan-Government Accredited 
platform. The Infrastructure-as-a-Service solution is built on 
this platform and allows your IT administrators to install their 
applications to access the sensitive Public Sector data that 
Sentinel was designed to protect – securely.

The Sentinel platform also supports your wider Infrastructure-
as-a-Service, Platform-as-a-Service and Software-as-a-
Service needs to speed deployment of desired business 
outcomes.
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Price predictability
RAS, via Sentinel by SCC’s Software-as-a-Service (SaaS), 
provides a Cloud model that guarantees you only pay for what 
you consume whilst confident your devices and data remain 
secure.

Menu of services
SCC’s secure RAS can meet a number of use cases 
including:

•	 Traditional VPN using two-factor authentication and portal 
based Host Checker to allow a managed IL3 device access 
to the service

•	 Portal based IL3 application access for Sentinel by SCC’s 
tenants allowing access to published applications over a 
secure connection:

•	 Portal based IL3 secure access to pre-defined applications, 
including:

 - Email

 - Intranet

 - File Services

 - Remote Desktop Protocol

 - Secure Internet browsing (via the GCF/PSN)

 - VDI

 - Model Office Environments (Bespoke Builds)

•	 Two-factor authentication and a secure SSL VPN (optional) 
to create a full Pan-Government Accredited end-to end-
offering

•	 Optional Managed Endpoint Device

•	 RSA SecurID Platform Services

Award-winning Data Centres
Our IaaS platform is housed within our protected, Tier 3+ Data 
Centres based in the UK, which are trusted to help run the 
UK’s critical national infrastructure.

A trusted partner
SCC has delivered IT solutions across the Public Sector 
and understands the unique needs, pressures, risk 
mitigation strategies and deployment methodologies to help 
organisations optimise and deliver the services they need.

SCC has been at the forefront of the Governments new digital 
IT strategy and has been on the G-Cloud framework since 
its inception as the first Pan Government Accredited Cloud 
provider.

Engaging with SCC’s specialist cloud team, you will receive 
thought-leadership and the knowledge and experience of 
all our engagements across the new disaggregated service 
approach being adopted across the Public Sector.

Further Information
To view our services on the Digital Marketplace go to 
https://www.digitalmarketplace.service.gov.uk/
service/4753379809034240
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