
G-Cloud Mobile Device 
Management (MDM) for
Apple iOS
The trusted way to deploy Apple iOS

Our G-Cloud MDM Service for Apple iOS will transform the management of your Apple estate. 
The CESG-compliant service allows your employees to access corporate services, business 
applications, emails, attachments and intranet / internet services from your Apple iPhone or 
iPad. SCC manages your iOS devices with a predictable, pay-as-you-need model, under flexible 
contract terms, to provide peace of mind.

At-home experience
As your employees move to tablet devices at home, they 
require the same experience at work. In the secure Government 
environment, this has been hard to provision – until now.

Security guidelines
Government End User Device Guidance supports the use 
of iPad and iPhone devices within Government and the 
public sector for handling protectively marked data up to the 
OFFICIAL tier and Business Impact Level 3 (IL3).

This guideline means that when deploying iOS devices your 
organisation requires:

•	 A specific process for provisioning the device in a “known 
good state” before taking enterprise control;

•	 The appropriate policy controls applied to devices;

•	 Management tools which adhere to appropriate protocol 
configurations;

•	 Device through-life management capability.

SCC’s MDM Service for Apple provides capabilities that include 
secure device enrolment, remote device policy configuration, 
policy management and policy compliance, and finally a remote 
wipe and lock capability.

The service addresses the risks identified in the End User 
Device guidance to ensure your iOS devices are secure.

Reduced management
SCC’s MDM for iOS is managed by security cleared personnel 
24/7/365, negating your requirement for technical skills and 
operational support which is often expensive to provide and 
maintain.

Sentinel by SCC
You hold sensitive public sector data – Sentinel protects it. 

Sentinel not only provides faster IT implementation but also 
keeps your data secure to IL2 and IL3 security standards, as 
the most established and cost-effective Cloud solution from the 
first Pan-Government Accredited provider.

Our MDM Service for iOS is built on Sentinel.

The platform supports your wider Infrastructure-as-a-Service 
(IaaS), Platform-as-a-Service (Paas) and Software-as-a-Service 
(SaaS) to speed deployment of desired business outcomes.

Price predictability
Our MDM Service for iOS via SaaS provides an access Cloud 
model which guarantees you pay only what you consume, 
while your devices and data remains secure.

Award-winning Data Centres
The SaaS platform is housed within our protected, Tier 3+ Data 
Centres, based in the UK and trusted to maintain the UK’s 
critical national infrastructure for 40 years.
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Achieving security compliance
The provisioning process, fully managed by SCC, significantly 
reduces the time taken to supervise, assign, register and 
remotely manage an iOS device.

All connections from the device are forced down a secure VPN 
to ensure confidentiality.

The supervision process protects against jail-breaking and 
malicious code or application deployment most commonly 
achieved using a USB connection to a PC.

Our MDM Service for iOS comes with a pre-set CESG-
recommended policy which can be adjusted to meet individual 
risk-based requirements.

Through managed profiles, leveraging the iOS MDM API, 
and using the MDM server management tools, we provide 
functionality sufficient to comply with Government policy 
including:

•	 Passcode policies

•	 Remote device wipe

•	 Restrictions on device features (e.g. camera)

•	 Wi-Fi settings

•	 Virtual Private Network (VPN) settings

•	 Email account and configuration settings

•	 LDAP directory service settings

•	 Device audit

•	 Credentials and keys

•	 Certificate management

A trusted partner
We enable people to do business by planning, supplying, 
integrating and managing their IT. We make IT work through 
partnership, knowledge and passion.

We’re trusted to plan essential IT for our Government, 
emergency services and national security.

Local authorities and education institutes rely on us to supply 
their IT. We integrate enabling IT that supports our critical 
national infrastructure and British SMEs.

We manage the IT that creates the foundations of our National 
Health Service and social care. So when people do business, we 
make it work.

SCC has been at the forefront of the Governments new digital 
IT strategy and has been on the G-Cloud framework since its 
inception as the first Pan Government Accredited Cloud provider.

SCC on the CloudStore
To view our services on the Digital Marketplace go to 
https://www.digitalmarketplace.service.gov.uk/
service/6208999791788032
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