
G-Cloud Hybrid 
Cloud Solutions
Deploying physical assets in a secure cloud

The trusted way to deploy your IT
In a complex IT environment, complete virtualisation is not always possible. In a typical 
secure Cloud Infrastructure-as-a-Service (IaaS) solution, the deployment of physical assets is 
impossible. SCC has architected an approach that allows customers to deploy their physical 
servers into a secure Cloud framework which provides flexibility and ensures the integrity of the 
security is maintained.

Physical or virtual
The move to Cloud can demonstrate significant savings. However 
for Government organisations the ability to provide secure IT 
services to its users is of paramount importance. Many have 
taken advantage of the ability to migrate services and solutions 
onto a secure Cloud IaaS platform.

There are occasions when infrastructure cannot be virtualised 
and must be deployed as Physical Assets. Reasons for this are 
varied and often are as a result of software licensing restrictions, 
technical issues or performance concerns.

Whatever the reason for choosing to deploy physical assets as 
part of a Cloud infrastructure solution, the integrity of the security 
accreditation must be maintained.

To deliver this security, SCC has developed a solution capable of 
deploying physical assets into our Sentinel Cloud platform that 
is within the security model and therefore covered by the Pan-
Government Accreditation already in place.

Security Considerations
Sentinel by SCC not only provides faster IT implementation but 
also keeps your data secure up to OFFICIAL (or IL2 and IL3) 
security standards, as the most established and cost-effective 
Cloud solution from the first Pan-Government accredited 
provider.

Customers and Independent Software Vendors (ISVs) can take 
advantage of IaaS to enable rapid solutions deployment with the 
assurance that accreditation is in place, CESG Security Principles 
are delivered, and that both time and money is being saved.

Our IaaS has been developed to deliver security that 
exceeds Good Practice Guides issued by CESG. Our tailored 
management solutions are designed to maintain compliance 
throughout evolution.

Reduced Management
SCC’s Sentinel Cloud platform is managed by security cleared 
personnel, 365 days per year, 24 hours per day, meaning you do 
not require the technical skills or operational working hours that 
are expensive to provide and maintain.

Physical assets deployed onto Sentinel can be managed, 
backed-up and supported using the same tools and resources 
already in place for the Sentinel Cloud platform itself.

Examples Use Cases
It is not always possible either from a commercial point of view 
or for technical reasons to deliver every solution as a virtual 
environment. 

SCC can deliver hybrid solutions utilising both physical equipment 
and virtual systems in the cloud so the benefits associated with a 
pre-accredited IaaS model can still be recognised.

Typical use cases for this approach include:

•	 Deployment of Oracle and Microsoft Data Base Appliances in a 
virtualised environment

•	 Provision of specialised systems and infrastructure running 
non-standard operating systems.

•	 Deployment of physical equipment which cannot be virtualised
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Sentinel by SCC
You hold sensitive public sector data – Sentinel protects it. 

Sentinel is the most established Pan-Government Accredited 
platform. The Windows-as-a-Service solution is built on this 
platform and allows your IT administrators to install their 
applications to access the sensitive Public Sector data that 
Sentinel was designed to protect – securely.

The Sentinel platform also supports your wider Infrastructure-
as-a-Service, Platform-as-a-Service and Software-as-a-
Service needs to speed deployment of desired business 
outcomes.

Service, not just servers
Moving to the cloud takes a combination of technology 
management, service management and solid transition 
planning and management to extract and maintain the value 
of the cloud infrastructure services.

SCC is a full-service IT organisation offering service, not just 
servers, to realise the full benefits that drew UK Government 
to the Sloud in the first place.

Award-winning Data Centres
Our IaaS platform is housed within our protected, Tier 3+ Data 
Centres based in the UK, which are trusted to help run the 
UK’s critical national infrastructure.

The data centre the secure network operating centre (NOC) 
and security operation centre (SOC) are co-located to 
guarantee physical and logical security for the administration 
of the platform-as-a-service solution.

A trusted partner
SCC has delivered IT solutions across the Public Sector 
and understands the unique needs, pressures, risk 
mitigation strategies and deployment methodologies to help 
organisations optimise and deliver the services they need.

SCC has been at the forefront of the Governments new digital 
IT strategy and has been on the G-Cloud framework since 
its inception as the first Pan Government Accredited Cloud 
provider.

Engaging with SCC’s specialist cloud team, you will receive 
thought-leadership and the knowledge and experience of 
all our engagements across the new disaggregated service 
approach being adopted across the Public Sector.

Further Information
To view our services on the Digital Marketplace go to
https://www.digitalmarketplace.service.gov.uk/
service/5207458498740224
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