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How do | access critical business information anytime
and anywhere in a secure reliable way in order to
maintain productivity and achieve operational
efficiency?

The pressure on organisations to secure and access business critical systems and
corporate information has intensified with the recent growth in mobile working and unified
communication requirements, technological advances and regulatory compliance to
restrict access to private information.

Organisations at every level require strong, reliable authentication and network

access mechanisms that support workflow and routine business processes without
compromising security. Online environments for partner and consumer access must

be trusted and trustworthy. In fact, Gartner suggest that “Through 2009, establishing
adequate third-party security and privacy safeguards will be the greatest challenge facing
CISOs and privacy officers”

The Solution

With RSAcceleratelT, we can help you reduce costs by up to 30% on secure access to
sensitive information from your networks, with 24x7 support! Our security specialists
can advise and integrate the latest RSA SecurlD® technologies and software updates
to make sure your organisation can benefit from collaborative working and accelerate

business decisions between your employees, business partners and customers and
readily access sensitive corporate information.

Our Enterprise Managed Services division, accredited RSA SecurCare provider, can
provide 24x7 support to take away the burden of security administration to reduce costs
and release manpower.

The RSA SecurlD® solution fits into a number of organisational environments:

Virtual Private Networks (VPNs):

Organisations that are using or plan to deploy Virtual Private Networks. While the
encryption employed by VPN helps protect data being transferred over the internet,
strong authentication is also required to validate user identities.

Web Applications: With more organisations relying on web services to transact
business, interact with customers and extend public access to information, a proven
mechanism is required to prevent unauthorised access to sensitive information.
Organisations relying on web applications validate each user’s identity before granting
access to vital data.

Wireless LANs: The increased use of mobilised applications and wireless computing
devices presents another potential security risk. Unauthorised users can easily
connect through wireless access points. This type of intrusion can compromise
sensitive data within the organisation.
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« Citrix® Thin Clients: Thin-client architectures, such as Citrix® technologies, centralise
application use, requiring users to sign on to a server to gain access.

« Secure Email Access: Email represents an essential communication medium for most
organisations, but the threat of messages being stolen, falsified or misdirected must be
effectively countered.

The Options

A flexible and adaptable organisation built on family values, we get things done. Our
‘can do’ attitude means customers enjoy the best of both worlds - breadth and depth of
capability and European coverage delivered by people who make decisions and simply
get on with it.

With RSAcceleratelT we can provide the following SecurlD® solutions:

Licence

The RSA Authentication Manager (formerly known as Ace/Server) licence is based on
number of users and is scalable to several thousand users. Predominantly software
based but also available as an appliance for smaller rollouts (100 user max).

RSA SecurlD Authenticator (token, keyfob)

Available in hardware, software and smart card formats, authenticators are adaptable to
several device types and platforms. It combines a PIN with a token that generates a new
code every 60 seconds for rigorous two-factor authentication.

Support
For the RSA Authentication Manager licence this is based on the same user count as the
licence. We will be offering the first and second line support in-house as a service.

Other elements to note also include:

RSA Authentication Agents software: Stands between a user and a protected resource to
enforce two-factor authentication. Works effectively with Remote Access Servers (RAS),
firewalls and Virtual Private Networks (VPNs), ensuring integration with any customer
environment.

RSA Authentication Manager software: Administers users and tokens, setting and
enforcing security policies and protecting access to private network systems, files and
applications. It offers a flexible and highly interoperable administration tool that works
with over 300 vendor products from nearly 200 partners.

Supporting Services
« Accredited as one of RSA’s leading Solutions Partners and SecurCare providers
» Our engineers are trained and certified to the same level as RSA

» We have expertise in implementing ITIL practices, as evidenced by our ISO 20001
accreditation

» We have technical expertise and support needed to maximise the security and
availability of customers’ business critical information using RSA solutions

« With our dedicated test lab facility we can exactly replicate the customer environment
to provide comprehensive support

» Our Managed Services’ RSA practice delivers an environment in which interactions,
information and infrastructure are protected, efficient, compliant and resilient for
customers

« With our Enterprise Support services

» We have unlimited and direct access to vendor technical resources, enabling us to
act as a single point of contact for all enterprise related incidents

» We are the infrastructure experts and know the installation history, enabling better
SLA’s for customers

+ Highly experienced with a wide range of infrastructure both in hardware and
software, which fast tracks us to diagnosing the issue

Key Benefits

» Up to 30% reduced security
and support costs

« Authenticated users can use
RSA tokens whether local,
remote or mobile with secure
access anywhere and anytime
to readily access sensitive
corporate information

+ Optimise collaborative working
and accelerate business
decisions between employees,
business partners and
customers

» Enhanced compliance with
effective tracking and reporting
for who accessed what

« Increase user efficiency by
eliminating user frustration and
lost productivity associated
with passwords

+ Connect key internal and
external stakeholders for
business enablement

- Strengthens security by
utilising industry best practices
to validate user identities and
access

* Protect:

« Private data, such as
patient records, financial
information and order-
processing data

» Unmanaged devices and
locations for remote
access, such as airport and
hotel kiosks, laptops,
blackberry devices,
smartphones etc...
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Supply Chain
53 C%,\ Improved cost management and business efficiency — Achieve up to Kev Facts
Virtualisation 30% reduced IT costs associated with user password administration and
securely support remote office initiatives. .
+ €3.5+ billion turnover
Data Centre - Best of breed technology solutions provider
» Over 35 years of sustainable, profitable growth
Unified Comms Improved visibility and predictability — Enhanced compliance with + Over 7,000 customer focussed employees
effective tracking and reporting for who accessed what and when. Also + Real capability in deploying and supporting European technology
Software increases collaborative working to accelerate decision making and - Integrated service model including onshore, nearshore and offshore
9
%"\’EEF\:\C‘v@ enhance engagement. « Strong regional presence across 10 European countries
Managed Services - Over 5,000,000 users supported across Europe

mobile working initiatives, which reduces the need to travel and subse-

> <, Improved environmental impact — Fundamentally you can have an
2 immediate and sustainable impact by using RSA tokens to accelerate
9)
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quently reduces your carbon footprint.

facilities and manpower to focus on core business activities.

@ Capacity — Minimise security administration and support both in e Get in touch

Fast track to 30% reduced cost NOW!
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Who to contact

Contact us through www.scc.com or email rsacceleratelT@scc.com
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